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ABSTRACT

The competitiveness of companies has been influenced by recent occurrences, particularly the COVID-19 pandemic, which caused significant disruption
to the global economy. Nevertheless, certain companies have adeptly adjusted to the new circumstances by embracing novel business models, investing in
technology, and displaying adaptability to swiftly accommodate rapid changes. The rapid digitalization across various industries has also left its mark on
companies' competitive landscape, allowing them to offer products and services with greater speed and reduced expenses. Companies that have channeled
resources into technology have also reaped the rewards of improved collaboration and heightened operational efficiency, attributes that have played a pivotal
role in sustaining their competitiveness. In fact, even audit firms have not remained unaffected by this trend. Digitalization is fundamentally reshaping the
audit sector. These firms are under growing pressure to provide services that are not only swifter and more precise but also cost-efficient. Digitalization
presents fresh avenues to enhance audit procedures through the integration of technologies such as big data, artificial intelligence, blockchain, and cloud
computing. Through this article, we aim to explore the impact of these technologies on the "Audit Risk Equation" that represents our research model.
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Introduction

Companies’ competitiveness has been affected by recent events,
notably the COVID-19 pandemic, which caused a major disruption
to the global economy. However, some companies have managed
to adapt to the new conditions by adopting new business models,
investing in technology and being flexible to adapt to rapid
changes in demand.

The accelerated digitalization of many industries has also had an
impact on companies’ competitiveness, enabling them to offer
products and services more quickly and at lower cost. Companies
that have invested in technology have also benefited from greater
collaboration and operational efficiency, helping them to remain
competitive.

Indeed, audit firms are no exception. Digitalization is profoundly
changing the audit industry. They are increasingly under pressure
to offer faster, more accurate and more cost-effective services.
Digitization offers new opportunities to improve auditing processes
using technologies such as big data, artificial intelligence,
blockchain and cloud computing.

Against this backdrop, the aim of this article is to explore:
How has the methodology of an accounting and financial audit
engagement evolved thanks to digital tools? First, we'll look at
how the practice of Financial Auditing has evolved; then, we'll
move on to digitalization, presenting some of the tools involved
and listing their impact on the risk of material misstatement.

Evolution of the Financial Auditing Method - Conceptual and
Etymological Framework

We cannot limit external/financial auditing to a single, universally
accepted definition, but we can nevertheless present a few issued
by international entities, others by national organizations and then
by individual author:

Table 1: Corpus of Definitions of Financial Auditing (Made
by the Author)

Authors

International
Federation of
Accountants

Definitions

« The purpose of the audit is to increase the

level of confidence that the financial statements
inspire in their intended users. To achieve this
goal, the auditor expresses an opinion on whether
the financial statements have been prepared,

in all material respects, in accordance with the
applicable financial reporting framework. In the
context of most general-purpose frameworks, this
opinion consists in stating whether the financial
statements give, in all material respects, a true and
fair view in accordance with the framework ».

American
Association of
Accounting

« Auditing is the process of objectively and
systematically gathering and evaluating evidence
relating to assertions about economic facts

and events, so as to ensure that the assertions
correspond to accepted criteria, and to
communicate the results of these investigations to
interested users ».
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The Moroccan | « An audit includes expressing an opinion on

Order of the financial statements, in accordance with the

Chartered applicable financial reporting framework, which

Accountants must present fairly, in all material respects, the
financial position of the entity and the results of its
operations ».

J.Raffegeau « Auditing is defined as a set of information and

evaluation techniques implemented within a
coherent approach by a professional in order to
make a judgment by reference to standards and
formulate an opinion on a procedure or the terms
and conditions for carrying out a transaction ».

Germond and
Bonnault

« An audit is defined as a rigorous and
constructive technical examination carried out

by a competent and independent professional
with a view to expressing a reasoned opinion

on the quality and reliability of the financial
information presented by a company in the light
of its obligation to give a true and fair view of its
assets and liabilities, financial position and results
under all circumstances, in accordance with the
applicable legal and accounting principles ».

J.Casta « Audit is generally defined as the examination
of information by an independent professional
using a specific methodology of investigation
implemented by reference to working standards
with the aim of issuing an opinion on this

motivation ».

M.Gervais « Auditing is the independent application of
review procedures and standards to evaluate
the adequacy and functioning of all or part of
the actions in an organization by reference to

standards ».

The external audit is therefore a standardized, methodological
examination, carried out by a professional who must be, and
appear to be, independent and objective, and whose purpose is to
assess and certify, or not, a company's accounts. Approaches to
auditing have evolved, as have its aims: from a means of deterring
and detecting fraud at the beginning of the 20th century to a
determination of the company's current financial conditions and
results to the assurance of a reasonable impression of the reliability
of the accounts [1].

We find Financial Auditing in organizational theory, on the one
hand with agency theory designating: "a contract by which one (or
more) persons (the principal) engages another person (the agent)
to perform on his behalf some task which involves a delegation
of some decision-making power to the agent"; and on the other
hand with information asymmetry, in which we find 2 types:
The first type, "before the contract", is the situation of "adverse
selection" with hidden information and the second type, "moral
hazard" and opportunism [2,3].

From Scorecard to Risk-Based Approach

In fact, auditing has undergone a methodological evolution. The
first formal method used by auditors was the tally approach, or
also known as the output approach, which consisted in checking
all journal entries. This method relied solely on reconciling the
amounts entered in the accounts with the invoice amounts (proof).
Detailed tallying was limited to checking compliance with the
double-entry accounting principle. Subsequently, the accumulation
of practical knowledge on the one hand, and the volume of
accounting transactions on the other, increased considerably. In
fact, it became imperative to find a new tool for identifying risk

areas and checking the plausibility and reasonableness of annual
financial statements. This is how analytical control came into
being; consisting of an analytical comparison, through financial
analysis of the balance sheet and the CPC, of the company's
financial statements for year N with those of the previous year, in
order to highlight significant and inconsistent items. This control is
carried out using 4 main techniques: plausibility review; absolute
data comparison; relative data comparison and trend analysis.

From the 1920s onwards, there was a gradual shift towards the systems
approach, based primarily on the evaluation of internal control. From
the Second World War onwards, internal control systems were
adopted, companies formalized their procedures and processes, and
managers began to replace shareholders at the head of corporate
management. The first definition of internal control was given in
1948: "It consists of a rational organization of the accounting and
bookkeeping department aimed at preventing, or at least discovering
without delay, errors and fraud" [4]. A recent definition of internal
control has been given by a number of authors, and refers to "all the
safeguards contributing to the control of the company. Its aim is to
ensure the protection and safeguarding of assets and the quality of
information, as well as the application of management instructions,
and to promote improved performance. It manifests itself through
the organization, methods and procedures of each of the company's
activities, in order to maintain its continuity [5]".

Subsequently, the risk-based approach appeared around 1992-
1994, when the cost of the audit assignment was high for the client
and profitability fell for audit firms. Significance was introduced.
In the 2000s, companies listed on the US stock exchange caused
unprecedented financial scandals involving account manipulation
and accounting malpractice, to which the introduction of the
Sarbanes-Oxley Act was a response. At the same time, the COSO
internal control framework was adopted.
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Figure 1: COSO 1 - Internal Control, Integrated Framework
(traduction du COSO 1, IFACI & Cooperts & Lybrand, The New
Practice of Internal Control, Page 29-1992)
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Figure 2: COSO 2 - Entreprise Risk Management Framework
(COSO 2004 Report)
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Figure 3: COSO 3 - Enterprise Risk Management Integrated with
Strategy and Performance (COSO 2017 Report)

Table 2: COSO Model Evolution (Made by the Author)
COSO 1 (1992)

It proposes a reference framework for internal

control management (Internal Control,

Integrated Framework), providing reasonable

assurance as to the achievement of the

following objectives:

v The effectiveness and efficiency of
operations;

v" Reliability of financial information;

v' Compliance with applicable laws and
regulations.

COSO 2 (2004) It proposes an Enterprise Risk Management
Framework. Enterprise Risk Management is
designed to:
v Identify potential events that could
affect the organization;
v" Control risks so that they are within
the organization's Risk Appetite;
v Provide reasonable assurance that the
organization's objectives will be achieved.

COS0 3 (2017) It proposes a reference framework for the
creation of added value, through:
v’ Taking corporate culture and ethical
values into account as a parameter of risk
management;
v Integrating risk management into
the definition and monitoring of strategy
execution;
v" The coherence of risk management
with the definition and achievement of
performance objectives;
v" The need for a global approach, even
if geographical specificities must be taken
into account;
v Consideration of the risks associated
with decision-making in the light of
technological developments and the
explosion of data.

This is the approach on which all accounting and financial audit
engagements are based today, and it has given rise to the "auditor's
equation", which broadly refers to the risk of the professional
expressing an inappropriate opinion when the financial statements
contain material misstatements.

Audit Risk = Inherent Risk * Control Risk * Detection Risk

Figure 4: Auditor's Equation - Audit Risk (Made by the Author)

The "ARM" (Audit Risk Model) is required by SAS (Statement
on Auditing Standards) N°47: "Audit Risk and Materiality in
Conducting an Audit" which appeared in 1983, and is part of the
auditor's audit planning process [6]:

Acceptable Audit Risk
Inherent Risk x Control Risk

Detection Risk =

Figure 5: Audit Risk Model

Acceptable Audit Risk (AAR) is the probability that the auditors
will be prepared to certify unqualified financial statements that
are materially misstated. It is designated by the auditor.

IR" (Inherent Risk) refers to the probability of finding material
errors in a company's audited financial statements prior to
assessment of the internal control system. This risk is assessed
by the auditor. This is the systematic risk.

Control Risk (CR) is the probability that a material misstatement
will not be prevented or detected in a timely manner by the audited
company's internal control system. This risk is assessed by the
auditor. This is the systemic risk.

The "DR" ("Detection Risk") refers to the tolerable risk threshold
at which audit procedures fail to detect material misstatements [6].

The risk of non-detection is inversely proportional to the
accumulation of inherent risks and control-related risks. And
conversely, when inherent and control risks are low, the auditor
can accept a higher level of non-detection risk while reducing
audit risk to an acceptably low level.

Some authors, like Cormier, divide the risk of detection/non-
detection into 3 sub-risks:
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Figure 6: Ultimate Risk (Compiled by Authors)

Table 3: Variations of the risk of non-detection (created by the author - inspired by Mr. Jahech's dissertation, The risk
approach and its contribution to improving the auditor's judgment, 2006)

Validation Survey Risk | Alpha Risk This is the risk that, through a survey, the auditor rejects a
population that should be accepted. In this context, Denis Cormier
asserts that: "this risk influences the efficiency of the audit,
because, following this rejection, the pollster is led to test more
than he should have.

Beta Risk This risk arises when the results of a given survey lead the auditor
to accept a population that should be rejected.

Off-hole risk This risk corresponds to the possibility that the auditor may examine evidence without paying sufficient attention
to it, or that the results of the survey may be incorrectly evaluated and interpreted.

Other process risks This is the risk that additional audit procedures have failed to detect an error. Analytical and global audit
procedures can reduce but not eliminate this risk.

Basic Research Model
Our research model is based on the auditor's equation; we are interested in the impact of digitalization on each of the 3 risks that
make up audit risk.

Digitalization

Conceptual Framework

Before defining digitalization, it is imperative to differentiate this concept from two others that are closely related to it, but which are
also confusing. Few scientific articles distinguish between the 3 concepts, which are sometimes used indiscriminately in the literature.

Digital
Digitization Digitalization Transformation

Conversion of Adaption Creation
Analogue to Digital (Process) (Business)
(data)

Figure 7: Digitization, Digitalization and Digital Transformation Model
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Digitization

The term "digitization" originated with the advent of computers
in the 1950s, it refers to: "the process of transforming data into a
digital form that can be easily read and processed by a computer”

[7].

An additional clarification to the OED definition was mentioned:
this transformation of data acts without modifying the process
itself (Gartner glossary).

It consists in the conversion of traditional forms of information
storage (such as paper, photographs...) into binary code (a
succession of Os and 1s). In other words, it's the transformation
of analog signals, which are continuous signals that can take on an
infinite number of values, into digital signals, which are discrete,
discontinuous signals [8]. This transformation is the driving force
behind the digital revolution, more commonly known as the 3rd
Industrial Revolution (SAP). In modern life, digitization has
become synonymous with convenience and reliability, present
in our daily lives at every level: economic, cultural, social... This
massive digitization of data has led to fundamental changes in
processes.

Digitalization

Generally speaking, digitization represents the integration of
multiple technologies into all aspects of daily life that can be
digitized [9].

In the entrepreneurial world, digitization refers to: "the integration
of digital technologies and solutions into a company's existing
business processes" (SAP). The major impact of digitization has
been hinted at as a 4th industrial revolution. Digitization therefore
exploits digitization to a very large extent, and evolves this concept
to the level of process change.

However, for companies today, the question is no longer whether
digitization is necessary to remain competitive in today's ever-
changing economic environment, but how soon they can embark
on their digital transformation journey (SAP).

Digital Transformation

Digital transformation refers to the process by which a company
integrates digital technologies into all its activities, with the aim
of boosting its performance, acquiring new prospects, facilitating
their transformation into customers, and guaranteeing their loyalty
through optimal and enhanced exploitation of the company's
various functions [10]. Today, customers' needs are constantly
growing, and companies are obliged to be more competitive, an
obligation to which digital transformation responds.

The following 3 areas need to be taken into consideration to

achieve digital transformation:

* Transformation of Business Processes: this involves
modifying and adapting processes and working models, which
have often been internalized by employees for a long time,
to meet the company's evolving strategic objectives, as well
as those of its competitors. Digital transformation creates a
connected technological framework that provides the basis
for facilitating this process change, notably through improved
workflow management.

* Business Model Transformation: business process
transformation focuses on workflows and task-related
areas of the business only, while traditional business model
transformation targets the fundamental elements of value

creation in the sector in which it operates, i.e. changing the
very reason for the company's existence and adapting it to
the market (integration of technological tools, new multi-
channel strategies...).

* Organizational and Cultural Transformation: To be
successful, digital transformation must be aligned with the
company's culture and values. However, we mustn't forget
that staff remain the company's most precious and sensitive
resource; a defeatist adoption of new digital technologies
can be detrimental to the achievement of objectives, to
the company's competitiveness and slow down the digital
transition.

We can therefore assume that a digital transformation can only take
place through an organizational transformation of the company,
so that it is optimal and requires the effective collaboration and
participation of everyone, starting at the highest level of the
company and reaching down to its grassroots, and specifying
the impact of this digital transformation on roles and operational
flows, but also the reasons why its implementation would be
considered a worthwhile necessity.

/ Disruptive
change

Digital
transformation /

External

Internal \
epportunities

efficiency "\.\ '/ 2

Figure 7: Impact of Digital [11]

According to the figure below, digital transformation has 3 major

dimensions of impact on the organization:

e Internal Efficiency: by improving the quality of processes
and gaining in relevance. Digital transformation also enables
real-time monitoring of operations and results, by integrating
structured and unstructured data from different sources. Task
automation also leads to employee satisfaction with routine
tasks, giving them more time to develop new skills.

¢ External Opportunities: digital transformation completely
reshapes the customer experience, creating new services
that are presented to them, and reducing interaction time for
existing ones.

e  Disruptive Changes: this refers to the turbulence that digital
transition brings to the organization, and the profound break
with what already exists.

So, from digitization to digital transformation to digitalization,
these 3 concepts, although often linked in the literature, have
different nuances all the same.

They represent 3 chronologically successive stages for any
organization wishing to remain competitive.

Digitalization and Audit Risk

Information Technologies Audit

An IT audit is a systematic process for evaluating and verifying
the security, compliance and performance of IT systems.
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The general steps for carrying out an IT audit are as follows:

¢ Define Audit Objectives: It's important to determine what
you want to achieve with the audit, what areas need to be
audited and what risks need to be monitored.

* Preparation: It is necessary to gather the necessary
information on the IT systems to be audited, including
hardware and software configurations and sensitive data.

¢ Review of Security Policies and Procedures: The auditor
should review the security policies and procedures in place
to ensure that they are sufficient and in line with industry
standards.

e Security Testing: Security testing may include checks on
network security, potential vulnerabilities and weaknesses
in authentication systems.

*  Compliance Assessment: The auditor verifies that IT systems
comply with applicable regulations and standards, such as
RGPD and PCI security standards.

¢ Performance Analyses: IT system performance is analyzed
to determine whether performance targets are being met and
whether there are opportunities for improvement.

* Audit Report Drafting: The final audit report presents
findings and recommendations for improving IT system
security, compliance and performance.

* Implementation of Recommendations: The
recommendations made in the audit report must be
implemented to ensure the security, compliance and
performance of IT systems.

It is important to note that the steps may vary according to the
objectives and needs of each audit. It is also important to hire a
qualified auditor to carry out the IT audit to guarantee the quality
and accuracy of the results.

Impact of Digitization on the Risk of Material Misstatement
We conducted an interview with a Chartered Accountant, with
the aim of presenting a comparison and evolution of the audit
tools normally used by firms, and the new tools introduced by
digitalization to assess the following audit risks: inherent risks
and control-related risks.

Inherent Risk Impact

Every company operates in its own environment (with customers,
suppliers, regulations, etc.). The auditor assesses the potential for
this environment to give rise to a risk of material misstatement,
irrespective of any internal control systems in place.

Once the inherent risks have been identified, the auditor classifies
them according to their probability and impact:

Severity
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Figure 8: Risk Mapping (https://www.atlas-mag.net/)

Table 4: Impact of Digitalization on Inherent Risk - Interview
with a Chartered Accountant (Made by the Author)

Inherent Risks

Classic Assessment Tool

Digitalization Impact

General knowledge

of the business sector:
competition, relations
with customers and
suppliers, technological

This is done through :
-Interviews with client
company management.
-Gathering external
information (website,

There is no software

that can give us an exact
mathematical calculation
of the materiality
threshold.

legal and regulatory
environment: how the
company complies with
the various rules and the
potential risks of material
error in theevent of non-

:Reading the
contracts,agreements,
regulations and laws

to which companies

are subject (especially
those with specific legal

developments... press, client company
presentations, sector It always remains
studies, etc.). subjective and depends
on the auditor's
Depending on 2 types experience and
of firm: knowledge of his client
-Smaller firms affiliated | companies.
to the OEC: audit
manual, with standard - International firms:
questionnaires (in development and
appendices). updating of the tool as
-International firms: tool | usual.
of the parent company, - Smaller firms affiliated
universalized to all firms | to the OEC: one firm
belonging to the network. | has developed a shared
application with the
confraternity.
Understanding of the This is done through Publishers such as

Artemis in Morocco have
legal databases available
for purchase, but these
are still very limited and
lacking in information.

company's business,
capital structure,
investments and

interviews and reading
of the latest financial
statements (balance sheet

compliance. regulations: e.g. flour
mills, etc.).
Understanding the This is done through International firms use

software developed
in-house (or Excel
applications) to analyze

accounting rules
applicable to the entity
in relation to its business
sector.

finance department for
further details. Reading
the ETIC; for groups:
reading the consolidation
package. Reading the
CGNC for specific
operations (e.g. real
estate).

financing. and, if applicable, CPC) | financial statements.
and activity reports.
Identify the specific Interviews with the

Understanding

of management
objectives and strategy
(development, new
product launches, etc.).

Through interviews with
top management.
Reading of strategic

plan and activity reports
(companies that publish).

Understanding the role of
IT at entity level.

Interviews with
management and IT
department, if any.

The approach differs
according to the
company (working with
an IT environment or a
manual environment).

Analysis of fraud risk
factors.

Interview and assessment
of the company's
governance and business
sector.
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Identifying inherent risks requires interviews (with management
or other key people), a preliminary analytical review and study
of the information collected (such as minutes, sector studies,
organization charts, activity reports, etc.).

Control Risk Impact
Table 5: Impact of Digitalization on Control Risk - Interview
with a Chartered Accountant (Made by the Author)

Control Risks

Classic Assessment
Tool

Digitalization Impact

Acquisition by the
auditor of a good
understanding of the
company's accounting
and IT systems.

Interviews, review of
procedure manuals and
associated documents,
system mapping
(narrative and/or
diagram) and procedure
tests to assess
implementation of
procedures (validation
of understanding and
compliance).

Use of transcription
software to keep a
written record of
interviews and return
to them.

Identification, for each
of the processes related
to material accounts
and assertions, of
possible errors and the
controls put in place
by the company to deal
with these risks.

Internal control
questionnaire for each
cycle.

Identification

of strengths and
weaknesses in terms
of audit risk (strengths
that can be relied upon
are subject to ongoing
tests to ensure that
they are maintained),
detection of potential
frauds and errors.

Selection of controls to
be tested.

By establishing a link
between the internal
control assessment
and the audit program,
which completes the
risk measurement.

Determining the test
sample size.

Manual calculation
according to different
criteria.

Sampling calculation
system for large firms
(digitized statistical
tool developed).

Test execution.

We perform two
types of due diligence
in support of our
assessment:

- Conformity tests, to
ensure that the actual
situation conforms to
the description given,
- Procedure tests,

to ensure that the
application of
procedures actually
delivers the expected
results in terms of
safety.

The big firms have
specialized software
programmed to carry
out these tests.

Smaller firms use
Excel.

Conclusion on control
risk: high, medium or
low.

For large firms, all
questionnaire and test
results are compiled
and, after a complex
digital calculation,
the degree of risk is
calculated.

Impact of Digitization on the Risk of Material Misstatement
Artificial Intelligence

Artificial intelligence (Al) refers to the simulation of human
intelligence in computers and machines. This involves the
development of algorithms and computer programs capable of
performing tasks that usually require human intelligence, such
as visual perception, voice recognition, decision-making and
language translation.

Artificial intelligence (Al) has had a significant impact on financial
auditing, both in terms of increased efficiency but also improved
accuracy. Here are some of the aspects impacted:

* Automated Audit Processes: Al algorithms can automate
certain tasks in the audit process, such as data collection,
data analysis and report generation. This enables auditors
to concentrate on higher value-added tasks, such as risk
assessment and fraud detection.

e Improved Fraud Detection: Al algorithms can be
programmed to identify suspicious patterns or transactions
that may resemble fraud. This helps auditors detect potential
fraud faster and more accurately, reducing the risk of loss
for organizations.

Overall, Al has the potential to revolutionize the way financial
audits are conducted, providing auditors with more effective
tools for analyzing data and identifying risks. While Al is still
no substitute for human auditors, it can be used to significantly
improve their work, enabling them to make better decisions.

Big Data Analytics

It represents high-volume, high-velocity and highly varied
information assets that require cost-effective and innovative forms
of information processing for better decision-making.

3 Main Properties Define Big Data:

Variety
Process data from
different sources and in
different formats

Figure 9: The 3 V of Big Data (made by the author)

Big data analytics" has enabled auditors to collect and analyze
large quantities of financial and operational data in a relatively
short space of time. This has made it easier for them to identify
areas of risk and focus their attention on the most relevant aspects
of an audit, notably the interpretation of results.

Big Data has had an impact on financial auditing at the following

levels:

¢ Greater Efficiency: Big data tools and techniques enable
auditors to process large quantities of financial data much
more quickly and efficiently than through traditional methods.
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This also enables them to carry out audits faster, more
accurately and more cost-effectively.

* Improved Risk Assessment: By analyzing large data sets,
auditors can identify trends that would not be perceptible
with traditional methods. This helps auditors to better assess
the risks associated with various transactions and financial
statements, and to make more informed decisions on the
scope of the audit.

* Better Data Visualization: Big data analysis tools often
include advanced visualization features that help auditors
more easily understand the data they are analyzing. This can
make it easier for auditors to identify potential fraud or other
flaws and communicate their findings to interested parties.

*  Greater Transparency: Big Data can be used to create
more transparent and consistent audit procedures. This helps
auditors to be more confident in their conclusions and to
communicate their findings more effectively to interested
parties.

Big data therefore provides auditors with a more complete and
accurate picture of an organization's financial health. However,
it is important to note that auditors must also consider the
confidentiality, security and ethical implications of collecting
and analyzing large quantities of financial data.

Blockchain

Blockchain is a decentralized digital ledger that records transactions
over a network of computers. It is used to store and transfer data
securely and transparently without the need for intermediaries.
Each block in the chain contains a certain number of transactions
and is connected to the previous block, forming a chain of blocks
that cannot be altered.

Blockchain can revolutionize financial auditing in terms of :

* Increased Transparency and Immutability: Blockchain
enables the creation of a decentralized, transparent register of
secure, unalterable transactions, which can greatly improve
the accuracy and reliability of financial records. This can
make auditing processes more efficient, as auditors can
directly access transaction data in real time without the need
for intermediaries.

* Improved Efficiency: With blockchain, the process of
reconciling and verifying transactions can be automated,
reducing the need for manual checks and increasing the speed
and relevance of the audit.

* Enhanced Security: Blockchain's cryptographic security
features can prevent unauthorized access and falsification
of financial records, improving overall audit credibility and
reducing risk.

¢ Better Collaboration: blockchain can enable auditors,
regulators and other stakeholders to work together in real time,
share information and ensure transparency and accountability
of financial records.

Overall, blockchain technology improves the efficiency,
transparency and security of financial records. However, it's
important to note that while the technology has advanced rapidly,
there are still regulatory and technical challenges to overcome
before it can be widely adopted in the auditing sector.

Cloud Computing

Cloud computing is an Internet-based delivery model for IT
services, including servers, storage, databases, networking,
software, analytics and intelligence.

There are 3 main types:

e TaaS: Infrastructure-as-a-Service.
¢ PaaS: Platform-as-a-Service.

e  SaaS: Software-as-a-Service.

Cloud computing's influence on Financial Auditing can be summed

up as follows:

e Improved Accessibility: Thanks to cloud computing, auditors
can access financial data and audit tools from anywhere with
an Internet connection, which has made it easier for auditors to
collaborate with colleagues and clients. This has also enabled
auditors to work more efficiently, as they do not need to be
physically located in the same place to share information.

¢ Improved Data Security: Cloud providers generally have
robust security measures in place to protect sensitive financial
data, such as encryption and multi-factor authentication. This
has enabled auditors to store and access sensitive financial
data more easily and securely.

¢ Reduced Costs: By using cloud-based tools and services,
auditors can avoid the cost and hassle of maintaining and
upgrading their own hardware and software. This has made
it more cost-effective for small and medium-sized audit firms
to use technology to improve their auditing process.

*  Overall, cloud computing has had a positive impact on
Financial Auditing by improving efficiency, reducing costs
and developing the overall quality of audits. However,
auditors need to be aware of the risks associated with cloud
computing, such as data confidentiality and security, and take
appropriate measures to mitigate these risks.

Research Hypothesis

Following this in-depth literature review, we can formulate the

following research hypotheses:

*  The use of innovative technological models during audit
engagements makes the latter more relevant and significantly
improves the results of the engagement, while reducing its
costs for both the firm and the client.

»  Thanks to technological models, auditors can focus more on
interpretation during an external audit.

*  The job market demands an academic profile of the financial
auditor who keeps abreast of technological change, with
technical skills relating to the field and IT skills in terms of
using and exploiting tools.

Conclusion

Digitization is therefore a key element in today's business
competitiveness. For audit firms, it can boost confidence in
audit findings by enabling more transparent verification and
providing stronger evidence for investment decisions. Digitization
can also present them with challenges, such as protecting data
confidentiality and security, training and upgrading employee
skills to work with new technologies, and understanding and
complying with ever-changing regulations and standards.

Technological models have been developed and the auditing sector
has benefited from them: we find big data, artificial intelligence,
cloud computing and blokchain.

The digitization of Financial Auditing offers a number of

advantages:

e Faster Processes: Especially when collecting and analyzing
financial data.

* Improved Relevance: Digitization can help reduce human
error.
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Better Collaboration: Online collaboration tools can
facilitate communication and coordination between different
members of the audit team.

Greater Accessibility: Digitization enables quick and easy
access to financial data from anywhere, at any time, which
can be particularly useful for remote audits.

But it can also have its Drawbacks:

High Initial Costs: Setting up digitization systems can be
costly, especially for small businesses.

Increased Complexity: Digitization can make auditing
processes more complex, and take some time to get used to.
Security Risk: Sensitive financial data may be exposed to
security risks such as hacking or data leakage.

Need for Staff Training: Employees may need additional
training to use the new digital tools and systems.

In conclusion, Digitization can bring many benefits for audit
firms, but they need to be prepared for the challenges that come
with adopting new technologies. Audit firms need to be able to
assess the potential opportunities and challenges of digitization to
maximize the benefits for their clients and their business [12-23].
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