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ABSTRACT

System-on-Chip (SoC) designs are becoming increasingly intricate as they integrate various components and functionalities onto a single chip. This
intricacy brings forth new vulnerabilities and attack surfaces, presenting a challenging task to ensure robust cybersecurity. Although previous studies have
explored different AI approaches, there is a need to delve into the complexities of modern SoCs and propose practical methods to secure these systems,
thereby aiding researchers in mitigating potential threats. The primary objective of this paper is to uncover the opportunities that emerge from utilizing
Al techniques in SoC designs to fortify cybersecurity defenses. Subsequently, the study aims to deliberate on the complexities involved in integrating Al
with SoC and provide appropriate recommendations to address these intricacies. This review paper will identify and discuss the technical, architectural,
and implementation challenges faced by researchers and practitioners when incorporating Al into SoC designs for cybersecurity purposes. Moreover, it
will suggest with potential solutions and strategies to effectively tackle these challenges. Furthermore, it aims to aid future researchers by offering potential
research directions to enhance security in AI-SoC through innovative solutions. By identifying gaps in current literature and highlighting areas that require
further exploration, this paper will guide future researchers in developing advanced and secure AI-SoC systems for cybersecurity applications. Overall,
this review paper will contribute to the existing body of knowledge by providing a comprehensive analysis of the impact that integrating AI and SoC has

on cybersecurity and foster advancements in AI-SoC systems that effectively enhance cybersecurity measures.
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Introduction

Firmware is a form of microcode embedded into hardware devices
for helping to operate effectively [1]. It is essentially defined as
a category of software permanently embedded into the device
ROM (Read Only Memory), which provides instruction on how
the device is supposed to operate and minimizes the hardware
level security vulnerabilities. Usually, firmware is the first part
that runs when a device is powered on. It sends instructions for
execution to the device processor. In simple devices, the firmware
works continuously; however, in more complex device, multiple
firmware is used to accomplish daunting and challenging tasks.
Thus, three types of firmware are used [2].

Low-level, high-level, and subsystem are three types of firmware
parts; low-level firmware cannot be modified or altered as they
are assessed as integral hardware; however, high-level firmware
often has a higher instruction complexity than low-level firmware
[3]. Eventually, subsystems are parts of more extensive systems
that can work independently and possess power, like high-level
firmware in terms of operation. Typically, Firmware updates
and enhances the functionality and features of the devices. Due
to the functionality of firmware, it can be used in IoT devices.

However, security is considered one of the major drawbacks of
IoT devices; some possible challenges include lack of reliable
IoT standards, use of third-party components, insecure network
connection, poor device patching and management, and many
more. Hence, it is important to identify the vulnerabilities as
quickly as possible [4,5].

Moreover, firmware security should also be considered to deliver
the desired outcome to the end-users since IoT devices can be
vulnerable to hacks and loose ends in firmware [6]. As distinct
components are embedded in the firmware, the kernel can be
manipulated only if boot loader access is accessible. Therefore,
securing firmware starts with examining it to find the loopholes.

Eventually, [oT device firmware is created to let the users control
the devices as per the desired outcome. As IoT firmware level
security is extremely important, it is predominant to execute
IoT firmware level security systems for protecting the systems
against cyber-attacks; by doing so, it also enables robust [oT
security management and monitoring in the long run [7]. Another
significant aspect of IoT devices is securing the devices at the
chip level. Securing IoT devices at the chip level is extremely
imperative for guaranteeing robust and comprehensive security.
Thus, implementing security measures directly at the chip level
can help create a strong foundation for protecting loT devices
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from different threats [8]. Securing IoT devices at the chip level
involves incorporating security features directly into the hardware
[9]. Further, chip-level security facilitates the implementation
of robust cryptographic algorithms and protocols. This helps in
securing the communication between the IoT devices and other
components.

In addition to these factors, chip-level security enables the
implementation of a strong encryption mechanism, which
ensures sensitive data transmitted or stored in the device remains
confidential and protected from unauthorized access [10]. By
doing so, it aids in preventing data breaches and safeguarding user
privacy. Owing to these factors, the present SLR paper focuses
on securing the firmware of IoT devices at the chip level. Thus,
the objectives of the paper include,

* To conduct survey methodology for scrutinizing the
appropriate papers by employing different criteria like
inclusion criteria and exclusion criteria.

*  To deliberate the critical role of semi-conductor components
in IoT security.

*  To discuss the conventional and Al methods for firmware
securing IoT devices at the chip level.

*  To summarize the challenges of the prevailing works and
focus on delivering future recommendations.

Paper Organization

The paper is organized as follows. Section II deals with survey
methodology, Section III focuses on the critical role of semi-
conductors, Section IV emphasizes implications of chip-level
security in IoT devices, Section V deals with conventional methods
applied for chip-level security for [oT devices, Section VI focuses
on Al and ML approaches for chip level security for [oT devices,
Section VII emphasizes on challenges and future recommendation
to overcome these limitations and conclusion of the present SLR
is depicted in Section VII.

Survey Methodology

The corresponding section focuses on the techniques for obtaining
relevant papers using different inclusion and exclusion criteria,
which will be focused on in the upcoming section.

The Process Incorporated in Shortlisting Papers for SLR
This section defines the sequential process implemented for
determining the appropriate papers that should be reviewed in
this SLR. The four common sequential steps of this selection of
relevant papers are below in Figure 1.

Step 1 —Literature Search

Step 2 — Frame Inclusion and
Exclusion Criteria

Step 3 — Quality Assessment

04 Step 4 — Data Analysis

Figure 1: Survey Approaches

Step 1: Literature Search
The step includes defining the search terms to determine data
sources and identify the data collection process.

Step 2: Frame Inclusion Criteria and Exclusion Criteria

In this step of SLR, specific criteria were defined for guiding
the extraction process of the most appropriate relevant research
or studies.

Step 3: Quality Assessment

In this phase, every article or the extracted journal papers was
reviewed based on three criteria categories in quality evaluations.
The section was elaborated in the following upcoming section.
Step 4: Data Analysis

Once the selected researchers were reviewed, the appropriate data
were extracted and recorded in the chapter.

An in-depth analysis is depicted in the subsequent section.

Criteria for Searching the Literature

The well-refined databases are applied to pursuit pertinent papers
using the related keywords. The electronic scientific database and
data sources used to select the papers are below.

*  Google Scholar

e IJARET

« IEEE

e Research Gate Journals
« ACM

*  Springer

e  MDPI

e Science Direct
e Other Databases

As the journals above offer more thorough coverage of the chosen
topic, the databases are used in this SLR.

Search Terms Used

Numerous pertinent search terms are incessantly used to get
appropriate papers. Different keywords like “Firmware,"
"Firmware in [oT security," "Chip level security in [oT devices,"
"AI methods for Firmware detection," “Challenges and Future
work," “Significance of chip-level security," and other keywords
are used for searching the term.

The sources chosen included literature surveys, research papers,
case studies, review papers, proceedings, or empirical studies.

Required Information from Selected Papers
The required information was taken from the abstract or the whole
document.

The Publication Period of Records
Papers after 2017 are considered in the present SLR

Inclusion Criteria and Exclusion Criteria
Different inclusion and exclusion criteria are used to choose the
right papers, articles, etc.

Inclusion Criteria

»  The paper presents research papers, a literature review, and
a review paper with a defined abstract, methodology, title,
and findings.

*  The entire research work must be related to the study area.

Exclusion Criteria

The papers can be excluded if the articles, papers, or reviews if
the records follow the below condition

*  Duplication of findings is omitted.

» Irrelevant abstract and title.
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e The conventional literature reviews were excluded, which
have undefined research questions, undefined search
processes, and nil well-distinct data extraction phases.

» If the articles or records were not written in the English
language.

Quality Evaluation

e QEI1: Does the paper offer clear implications with justifiable
outcomes and their conclusions?

*  QE2: Does the paper cover relevant research work and
explore research topics comprehensively?

e QE3: Do the articles, papers, or reviews provide future
directions?

Shortlisted Refined Papers for this SLR and Categorize them
into Broad Areas

The paper was shortlisted based on the research question, objective,
topic, and scope. The papers are selected based on firmware
securing IoT devices at the chip level and to find the limitations
of the selected studies in the applied area.

The selected papers in every area were briefed in the upcoming
section, with their objectives, conclusion, or the inferences and
limitations of the study, and the concise diagram is depicted in
Figure 2.

STEP 1
Searching relevant papers from
various databases such as ITARET,
IEEE, MDPI, Science direct and
many more
STEP2
Studies are selected basd on
inclusion  criteria  which
‘ includes papers relevant for
SLR
STEP 3
Different criteria like irrelevant
abstract,  Non-English  papers,
improper findings are considered
for excluding the papers fro SLR
STEP4
Finally the relevant papers
are fetched for the present
SLR

Figure 2: Summary of Survey Methods

Figure 2 shows the steps in fetching the relevant content and
appropriate papers required for reviewing the existing works.
Therefore, by implementing these steps, the present SLR has
obtained 23 relevant papers, and a review of the prevailing works
will be explored in the upcoming section.

Critical Role of Semi-Conductor Components in IoT Security
Semi-conductors play a critical role in IoT security. These
components are important for enabling secure communication,
encryption, and authentication in [oT devices. They provide the
necessary hardware support for implementing robust security
measures, which include secure booting, secure storage, and
secured key management. Moreover, semiconductor components
enable secured communication protocols, including TLS (Transport
Layer Security), which encrypts data transmission between
connected devices and IoT devices. These encryption devices
also aid in safeguarding sensitive information from manipulation
or intervention. Table 1 shows the role of semiconductors in IoT
security.

Table 1: Role of Semi-Conductor in IoT Security

Function Description

Secure Boot and Firmware
Integrity

Semiconductor components aid in
establishing a secure boot process,
which facilitates ensuring trusted
and verified firmware loaded on
IoT devices.

Hardware-Based Security Semiconductor components offer
hardware-based security features
that are more likely to resist

software-based attacks.

Secure Verification Semi-conductor-based components
enable secured authentication
mechanisms like cryptographic
keys and certificates, which help

verify loT device identity.

Semiconductor components usually
support encryption algorithms

that protect the sensitive data
transmitted between IoT devices
and connected devices.

Encryption and Protection of
Data

Certain semiconductors can aid
in the detection of tamper. This
tamper detection helps in detecting

Detection of Tamper and
Response

physical attacks on the devices.

Secret
Extraction

Outer Perimeter

Inner Perimeter

Side Channel

On-Chip
Security
Engine

Authentication, Provisioning, Metering !I

Supply Chain

HWR
Trojans

Knowledge
Extraction

01123120 B BULIOUUOW Iw-uny
aJempIeH snopiew

Logic Encryption & Obfuscation |

Reverse Engineering

Cloning
Recycling

Figure 3: Secure Chip Architecture [11]

Figure 3 depicts the on-chip security engine. Plummeting the risk
of probable hardware breaches requires a rock-solid understanding
of chip architecture, which includes everything from segregating
and prioritizing data movements to storing data and other aspects.
However, accomplishing all these aspects can be complex and
challenging, nevertheless, building a chip by considering all
these factors can make the hackers difficult to hack. In addition,
accomplishing these tasks requires a lot of effort and money.
Further, not all components are innately protected and not always
perfect, which ones have been designed with security in mind as
many of these tailored accelerators and IP Blocks are established
as black boxes. Besides, another bigger challenge includes the
longevity of the hardware design, as security needs to be end-
to-end. This can be reprogrammed to deal with different threats,
which is particularly helpful in dealing with threats to chips with
extended lifetimes.
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Implications of Chip-Level Security in IoT devices

As with any embedded system, IoT design faces persistent threats,

and since hacker uses different attacks, developers are in dire

need of closing security holes. In deployed devices, the constant
requirement to update loT firmware adds impending weakness in
security. For instance, even modest firmware validation checks may
result in software exploitation. Further, in most cases, developers
attempting to query some exterior resource for validation may
hook attempts to switch firmware with code that has been hacked.

Thus, some of the major significance of chip-level security for

IoT devices include,

*  Long-Term Resilience: Chip-level security can offer long-
term pliability against different evolving threats.

e  Secure Communication: Chip-level security helps secure
the communication between [oT devices and other systems.

*  Enhanced Protection: Instigating security measures at the
chip level provides a strong foundation for protecting loT
devices against probable attacks and other vulnerabilities.

* Protection of Sensitive Data: IoT devices often handle
sensitive data, which includes personal information or other
crucial data.

e Trustworthiness and Compliance: Chip-level security plays
a massive role in establishing trust in IoT devices for end
users and regulatory bodies.

Thus, these factors are considered some of the major significances
that emphasize IoT devices' security level. The subsequent section
deals with different traditional techniques used for firmware
security in IoT devices at the chip level.

Conventional Techniques for Firmware Security in IoT Devices
at Chip Level

Identifying vulnerability is one of the crucial aspects of security,
as this helps ensure the model's security. Therefore, static and
dynamic analysis is used in the subsequent section for firmware
security in IoT devices at the chip level. Thus, [oTFUZZER
has been used for finding memory corruption vulnerabilities in
firmware [12]. From the experimental outcome, it was identified
that, out of 17 IoT devices, 15 devices were corrupted due to
vulnerabilities. However, the [oTFUZZER model has focused on
providing only the input data that triggers the vulnerability, not
the precise location of the vulnerability in the firmware.

Similarly, a Firm Fuzz mechanism has been used for dynamically
investigating the vulnerability of Linux-based IoT devices. To
detect the vulnerability, Firmware fuzzing gas been used. Firm
Fuzz has the capability to discover 7 strange vulnerabilities in 6
different devices. The Firmup approach has been used to identify
the techniques, vulnerabilities, and exposures in stripped firmware
images [13]. It established a correspondence between the set of
measures in a given binary and a target binary. Moreover, the
implemented Firmup model has expansively assessed millions
of procedures and detected around 373 vulnerabilities.

The emergence of [oT networks has increased the need for higher
security levels [14,15]. Further, the consumption of energy, the
cost of the device, and extensive cryptographic algorithms also
serve as an additional challenge for resource-constrained devices.
Thus, to overcome these challenges, semiconductor vendors have
used dedicated hardware called secure elements, which provide
hardware-accelerated support for cryptographic operations and
aid in tampering with the memory for securing the storage of
cryptographically complex material [16]. The supporting secure
elements include A71CH from NXP and ATECC608A from

Microchip, and the standalone chip comprises OPTIGA Trust X
from Infineon and TO136 from trusted objects. The design of the
4 secure elements is depicted in Figure 4.

ATICH ATECCB08A OPTIGA™ Trust X

Figure 4: Chip with 4 Different Secure Elements [16]

The results of the performed evaluation have stated that there
have been major differences regarding the execution time and the
consumption of energy between these 4 selected secured elements.
Though these secure elements aid in different applications, the
evaluation also emphasizes the difficulty of integrating secured
elements into an application, as IoT devices require immense
effort. In the IoT edge node, the microcontroller/ SoC (System of
Chip) is considered an important component, as the SoC utilized
in the sensitive application comprises of TEE (Trusted Execution
Environment). However, TEEs are not so effective enough to
address all security issues for security. Therefore, PUF (Physical
Unclonable Function) and cryptographic modules have been
emphasized in the work as they may detect edge nodes in IoT,
help in mitigating fabrication, and authenticate the devices while
updating the firmware in IoT edge nodes.

Globalization of semiconductor manufacturing and other related
activities have eventually led to different security issues such
as cloning, IP address infringement, counterfeiting, and many
more. However, this counterfeiting not only affects the reputation
and the business of the semiconductor vendor but also the
dependability of different applications. Thus, SSTF (Secure Split
Test with Functional Testing Capability) is used for mitigating
the counterfeits from untrusted fraud. However, SSTF is only
suitable for low-end devices, to overcome these limitations, PUF
is combined with SSTF to help out chip makers effectively [17].

Al and ML Techniques Firmware Security in IoT devices at
the Chip Level

The security of chips is considered one of the crucial issues in
IoT security. In recent times, as the amount of data processed
proliferates intensively, the equipment of each layer requires a
more complex design to improve the processing power. Thus,
the incorporation of chips is getting higher and higher; however,
ensuring the security of chips at a large level is extremely
challenging and demanding. Thus, the study has focused on
employing an ML-based hardware—Trojan detection approach
[18].

Firmware detection focuses on employing different tactics using
ML methods. Thus, it is important to confirm the vulnerability
of devices. Correspondingly, hybrid methodology has employed
a double security mechanism for the firmware of IoT devices
[19,20]. Here, a secure boot greatly elevates the firmware by
employing cryptographic and ML methods. The technique utilized
is the ECC-LSTM (Elliptic Curve Cryptography — Long Short
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Term Memory) method, where the accuracy attained by the model
has been 98.66%.

Mostly, encryption chips or cryptographic code processors in
the hardware layer of IoT devices are often used for preserving
hardware security and RTOS (Real Time Operating System).
Likewise, the hardware layer is critical for IoT security [21].
Also, it helps in ensuring security measures, secure boot load,
and help in firmware updates, which are authenticated by digital
|signatures. Thus, Figure 5 shows the implementation of ML and
DL approaches regarding sufficient and representative data, ML
and DL construction, and, eventually, the model deployment.
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Figure 5: Implementation of IoT Devices with Deployment on
Board [21]

The SoC design comprises various IP (Intellectual Property) cores
that communicate using the NoC framework (Network on Chip).
However, the designers of SoC exceedingly depend on global SC
(Supply Chain) for attaining 3rd party IPs. Moreover, NoC-based
SoCs are very much exploited for attacks and have resulted in a
plethora of attacks. Thus, the ML-based XGBoost model has been
used for identifying security threats at the chip level [22]. From
the experimental outcome, it was identified that a better outcome
has been attained for detecting the attacks.

Challenges and Future Recommendations

The subsequent section depicts challenges and future

recommendations for chip-level security in [oT devices.

* Limited Resources: loT devices often have constrained
resources, including memory, power, and energy, which make
it daunting to implement robust security measures at the
chip level.

e Cost Constraints: [oT devices are considered to be generated
at a large scale, and the cost consideration may restrict the
inclusion of progressive security features at the chip level,
which leaves them more vulnerable to attacks.

*  Firmware Updates: [oT devices do not possess forthright
mechanisms for firmware updates, thereby making it
challenging and perplexing to patch security vulnerabilities
or address emerging threats at the chip level.

Thus, to overcome these limitations, different recommendations
can be incorporated in the future for obtaining better performance,
which includes

Securing Firmware Updates
Developing a secured mechanism for updating firmware on IoT
devices is considered one of the essential aspects that need to be

emphasized in the future, as this will be very helpful for securing
communication channels and bootloaders from unwanted and
unauthorized firmware alterations.

Confidentiality Protection

Addressing concerns related to 10T devices is tremendously
crucial. Thus, future work involves employing privacy-enhancing
technologies like differential privacy, secure data-sharing
protocols, data anonymization, and many more.

Authentication and Access Control

Strengthening the authentication mechanism and access control
protocols ensures that only authorized entities can access and
interact with IoT devices. Therefore, exploring different advanced
authentication techniques for upholding effective privacy
mechanisms is crucial.

Apart from these future recommendations, there are other future
works that can be emphasized for preserving security at the chip
level in IoT devices.

Conclusion

Firmware is one of the few components that needs to be secured
as it plays a crucial role in enabling the system's performance,
functionality, and security. Thus, the present SLR focuses on
reviewing different works that stress the security of [oT devices at
the chip level. In order to accomplish this, different inclusion and
exclusion criteria are used for obtaining the relevant papers; from
the obtained work, it was identified that around 23 papers were
obtained to be relevant. SLR covered the implications of securing
the chips of IoT devices, conventional methods, Al techniques for
detecting the attacks faced by firmware, and ways to secure the
IoT devices at the chip level. Despite the existing studies having
delivered considerable performance, a few challenges, such as the
updation of firmware and constrained resources, can be overcome
in the future by employing effective measures. Besides, the present
SLR can also help technical enthusiasts uncover the importance
of the chip-level security of IoT devices due to the rise of IoT
devices in the coming time [23].
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