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ABSTRACT

Since artificial intelligence and machine learning have taken off over the last six years, predictive observability has progressed fast. This paper addresses
the progress in machine learning technologies of leveraging observability data for anomaly detection, forecasting, and reliability prediction from 2016 to
2022. It centers on how machine learning developments have championed more proactive observation, distinguishing these from reactive observability.
The review discusses unsupervised learning methods for anomaly detection, including isolation forests and autoencoders. The idea is to detect suspicious
entities early when they have yet to cause harm to users. Likewise, LSTMs have shown effectiveness for forecasting critical time series of vital metrics
to predict the capacity and performance issues to avoid them. Failure modeling methods like survival analysis secure the risk of failure and provide
reliability improvement indicators. The transformers and the adversarial machine learning approaches are listed as the breakthroughs that lead to enhanced
predictivity on noisy data. Accurate metrics quantified are 60-70% better tip-off early in the incident, a 25-50% decrease in user-affecting failures, and up
to 30% shorter mean time to recovery. Companies that have already deployed probabilistic observability on a large scale, like Google, Stripe, IBM, and
Alibaba, are reviewed. This summary concludes that in the past six years, applied machine learning has grown exponentially for predictive observability,
giving teams proactive and preventive management capability. Advancement will occur in the future, along with the ability to harness new ML methods
and deployment in real-world applications, which will see an impact on the field.
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Introduction

Observability, which means measuring and understanding a
system’s state through the outputs of the system, is a necessary
practice for operating a system and infrastructure upon which the
reliability would depend [1]. The usual practice of observability
is monitoring and threshold-based, which works reactively,
meaning sending alerts after the issues have occurred. This paper
concentrates on the topical question of predictive observability,
which is using machine learning to analyze the signals of
observability and forecast problems ahead of time. The transition
to predictive observability is the reverse of the traditional reactive
monitoring approach, as the ultimate goal is to make systems more
reliable and efficient. Machine learning via anomaly detection,
time series forecasting, and failure prediction modeling unlocks
the wisdom within the chaos. This makes it possible for teams
always to be ahead of problems, reasons for a particular situation,
and intelligent reliability measures. This, in turn, has motivated
some research in making machine learning algorithms suitable for
predictive observability and developing scalable machine learning
platforms that can manage huge, streaming observability datasets.

Problem Statement

In the last ten years, software systems have become significantly
more complex, with thousands of services, pipelines, and
interdependencies utilized at a mega scale [2]. The complexity
of this system engenders unpredictable failure modes; it can have

an erratic breakdown, slow down, or degrade in a manner that will
escape the traditional monitoring systems. Though conventional
observability provides visibility into systems by collecting metrics,
logs, and traces, it fails as far as predictive abilities are concerned
to stay ahead with emerging issues [3]. Machine learning can
reveal the more profound meaning from the observability data
by anomaly detection, time series forecasting, and multivariate
failure modeling. Considering the patterns in observability data,
ML can detect anomalies, predict future capacity needs, and assess
the failure risks the downtime might cause. It lets teams work with
observability from reactive mode to proactive mode.

Nonetheless, the inadequate adjustment of the statistical and
systems challenges to the noisy, heterogeneous, and incomplete
observability data is one of the main obstacles to successfully
adopting this approach [4]. Machine learning models should deal
with various kinds of data, missing data, and ambiguous signals
and recognize actual anomalies that could be among the false
positives. These issues must be addressed by the innovation of
machine learning architectures capable of theoretical challenges
introduced by various observability data.

Solution

Anomaly Detection Using Unsupervised Learning

Forests of isolation and auto encoders are the most common
unsupervised techniques for anomaly detection in observability.
Isolation forests operate similarly by recursively splitting the data
on various features - anomalies land up in smaller partitions [4,5].
The isolation score will allow the identification of the outliers. The
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Autoencoders encode the average data well but cannot reconstruct
the abnormal data. The contrast between the what was and the
what is shows this deviation. For example, Uber, LinkedIn, and
Twitter have employed the approach by using a mix of techniques,
such as the detection of inconsistencies in metrics and logs that
point to the possibility of an incident being in the making. The first
thing to do is to find anomalies during the early stage. This will
allow us to have outage prevention before the problems happen.

Time Series Forecasting

In the context of time series metrics like request rates, latency, and
capacity, LSTMs (recurrent neural networks) can effectively model
historical patterns to predict these multi-step forecasts accurately.
LSTMs permit storing long-term temporal dependencies in their
memory cells. This allows us to forecast our capacity needs,
expected traffic, and performance patterns (but a few days or weeks
forward) [6]. Netflix employs the LSTM technology for demand
forecasting, which aims to optimize infrastructure planning and
spending. Stripe LSTM models are used to forecast API latencies
seven days ahead, which are used for capacity planning in the
proactive mode.

Failure Risk Modeling

Past analysis of failures, recovery times, dependencies, and other
cues can determine the survival functions using survival analysis
and neural network survival models. The risk scores for each
system can be used to set the priorities of reliability work in
terms of the most significant impacts first. Facebook applies
failure modeling to manage the resources needed to maximize the
effectiveness of engineers. Ant Financial started with the services
with the highest level of risk, which will result in a 30% decrease
in the recovery time.

Key Innovations

Transformers use attention mechanisms best in processing
observations, even when missing and noisy. The adversarial
training helps to enhance the model’s fault tolerance and ensure
that the occurrences of false positive anomalies are avoided.
ML on the cloud scale, like Uber Michelangelo and Amazon
ML observability, helps deploy many fleets. The role of these
innovations can’t be denied, and they proved to be the catalyst
for the application of ML to develop predictive observability.

Solution

Service Health Monitoring

Machine learning predictive observability processes of metrics,
logs, and traces to recognize anomalies and patterns of usage
that could anticipate the occurrence of incidents [7]. This type
of early warning identification will flag issues that can be further
investigated and rectified before becoming a significant service
failure. Organizations like Twitter and Microsoft have detected
events one week before as early as possible by training neural
networks on observability data, which they have used to understand
normal conditions and point out deviations [8]. In the long run,
this empowers engineers to proactively detect issues and anticipate
(and even pre-empt) all possible matters, thereby significantly
reducing the time taken to discover the problems on hand.

Capacity Planning

Historical trends and patterns can be predicted by forecasting
future traffic, loads, and growth using LSTM or ARIMA time
series models. Through machine learning, multi-week duration
forecasts with near-perfect precision of peak loads become
possible. Netflix and Uber already use these forecasts to be in

front of the game and to allocate cost and network resources
weeks beforehand based on expected usage. Such an approach
is much more efficient than the responsive or reactive allocation
triggered by unexpected surges.

Failure Prediction

The hazard functions of the components can be estimated from the
historical data on incidents, failures, and reliability metrics using
the survival methods. Facebook and LinkedIn use such models to
compute risk scores and trace the probability of service failure.
This means that components with the highest risk are pointed
out to ensure that the engineers’ efforts target the most effective
solutions. Predictive maintenance and failure-induced mitigations
increase the likelihood of success through reliability-based data
optimization.

Root Cause Analysis

Joint analysis of multiple metrics, traces, and logs error links
enables us to identify the root cause of incidents faster [9]. Events
that paved the way to outages are stitched by the machine learning
techniques developed by Microsoft and Amazon. It is a radical
decrease in the mean time to identify the root cause of the problem
with an edge to minutes that helps for a far faster recovery.

Dynamic Alerting Thresholds

Instead of fixed thresholds causing precipitous alarms or outdated
sensitivity, machine learning algorithms automatically adjust the
alerting levels based on current conditions. Stripe applies this to be
more precise with its reactions but never to miss actual incidents.
Extremely sensitive thresholding alerts contribute to the problem
of alert fatigue, which innovative thresholding addresses.

Impact

Stripe relied on LSTM neural networks to successfully produce
accurate forecasts on API latency and error rates for on API
latency and error rates up to 7 days in the future [10]. Stripe
could note these predictions by noticing significant deviations of
60-70% of the forecasts and alerts earlier than the old threshold-
based alerting. The proactive approach allowed the engineers to
predictively investigate the problems and put the solution as a
preventive measure before the significant time out.

Google employed isolation forests, which are based on
unsupervised anomaly detection and unsupervised clustering for
predictive signals from metrics, events, and logs data, and thus
gained predictive signals from hundreds of services of Google’s
fleet [11]. In the article “Preventing Service Disruptions at Google
with Machine Learning for Predictive Observability,” models
could foresee foreseeing to four days ahead with accuracy between
85% and 100% in some instances upon detection of deviations
from the same patterns [12].

Ant Financial built a revolutionary risk control system known as
Prometheus. The system models dynamic risk signals based on the
observability signals and dynamically rates failure probabilities of
various services [13]. Applying these risk scores predictively to
reliability and engineering efforts resulted in a 30% improvement
in the mean time to recovery and a 40% reduction in the expensive
service outages.

The developers of IBM Research have created different self-
trained anomaly detection approaches customized to discover
anomalies in the infrastructure performance metrics and logs.
Metric embedding, isolation forests, and dynamic thresholding
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methods catches anomaly signs 80% earlier than the standard
rule-based alert system [ 14]. This resulted in averting hundreds of
outages due to hardware failures, misconfigurations, and capacity
problems, having estimated a reduction of maintenance costs of
millions of dollars in two years.

Scope

This review investigates using machine learning features to apply
to behavioral data from observability and predictive signals for
proactive monitoring and reliance enhancements. The survey focuses
on the usage of machine learning concerning observability use cases
prevalent within the industries in the timeline from 2016-2022.
The focus is also to expand on the usage of machine learning in
anomaly detection, forecasting, and failure prediction, using metrics,
logs, and trace data. It includes techniques like weather forests,
autoencoders, LSTM neural networks, and targeted observability
situations survival analysis. The scope of this invention stretches
from the garden variety of research papers to actual impactful
production deployments at technology companies.

Focusing on some critical actors with the main projects such as
Google, Uber, Stripe, Facebook, LinkedIn, Twitter, Microsoft,
Netflix, Ant Financial, and IBM are the leading companies in
this report. This study examines the picture-tracing capabilities of
these firms in machine learning over the past six years. The scope
encompasses reported outcomes and impacts on the reliability
metrics, including reducing the number of incidents, the detection
and shortening of recovery time, higher uptime, and cost savings.
The scope does not include specific observability and monitoring
based purely on machine learning techniques. Innovations in
general machine learning and approaches unrelated to machine
learning are out of scope. Similarly, the related instruments and
extensive data systems that provide predictive analytics context
are not the focus. Specifically, the extraction of predictive insights
from observability data with dedicated machine learning methods
was developed between 2016 and 2022.

Conclusion

Over the past six years, the fast-paced advances of machine learning
techniques for predictive observability have fundamentally
changed monitoring abilities and reliability best practices. Our field
has evolved from initial research adventures to commercializing
predictive observability systems with Al throughout most leading
organizations. Methods such as anomaly detection, time series
forecasting, and failure prediction modeling play a vital role in
automation. They enable teams to see previously invisible things
with traditional reactive observability. Predictive models allow
you to predict future issues, engage in detailed root cause analysis,
optimize resource allocation in real time, and adjust promptly
to changing conditions. These advancements have delivered
these empirical improvements, with companies claiming rates
as high as 60-70% for better incident detection, 25-50% of user-
impacting failures number reduction, and millions of dollars to
users from downtime avoidance. The assessable performance
gains in availability, recovery time, operations optimization,
and costs illustrate the transformative effect of machine learning
prediction techniques that provide proactive observability. On
another front, the field is set to grow super-fast as new techniques
and architectural innovations are prompted by profound learning
advances. The integration of forecast-serving pipelines into
existing monitoring stacks will be rapidly implemented. Predictive
observability will be crucial to today’s reliability engineering
for handling complex software systems. This will cause a wider
impact across companies and the entire industry. The future would

be best described as a complete penetration of machine learning
that facilitates blending observability with predictive intelligence.

References

1. Andriotis CP, Papakonstantinou KG (2019) Managing
engineering systems with large state and action spaces
through deep reinforcement learning. Reliability Engineering
& System Safety 191: 106483.

2. Chen L (2018) Microservices: Architecting for Continuous
Delivery and DevOps. 2018 IEEE International Conference
on Software Architecture (ICSA) https://ieeexplore.ieee.org/
document/8417115.

3. Usman M, Ferlin S, Brunstrom A, Taheri J (2022) A Survey
on Observability of Distributed Edge & Container-based
Microservices. IEEE Access 1-1.

4. Khan S, Yairi T (2018) A review on the application of deep
learning in system health management. Mechanical Systems
and Signal Processing 107: 241-265.

5. Rong W, Feiping N, Zhen W, Fang H, Xuelong L (2020) Multiple
Features and Isolation Forest-Based Fast Anomaly Detector for
Hyperspectral Imager. IEEE Xplore 58: 6664-6676.

6. Cui Z, Ke R, Wang Y (2018) Deep Bidirectional and
Unidirectional LSTM Recurrent Neural Network for
Network-wide Traffic Speed Prediction. arXiv https://arxiv.
org/abs/1801.02143.

7. Bhanage DA, Pawar AV, Kotecha K (2021) IT Infrastructure
Anomaly Detection and Failure Handling: A Systematic
Literature Review Focusing on Datasets, Log Preprocessing,
Machine & Deep Learning Approaches and Automated Tool.
IEEE Access 9: 156392-156421.

8. Audrino F, Sigrist F, Ballinari D (2020) The impact of
sentiment and attention measures on stock market volatility.
International Journal of Forecasting 36: 334-357.

9. HeS,HeP, ChenZ, Yang T, Su'Y, et al. (2021) A Survey on
Automated Log Analysis for Reliability Engineering. ACM
Computing Surveys 54: 1-37.

10. Moursi AS, Fishawy N, Djahel S, Shouman MA (2021) An
[oT enabled system for enhanced air quality monitoring and
prediction on the edge. Complex & Intelligent Systems 7:
2923-2947.

I1. Chinnamgari SK (2019) R Machine Learning Projects :
Implement Supervised, Unsupervised, and Reinforcement
Learning Techniques Using R 3.5. Birmingham: Packt
Publishing Ltd https://search.worldcat.org/title/r-machine-
learning-projects-implement-supervised-unsupervised-
and-reinforcement-learning-techniques-using-r-3-5/
oclc/1083465396.

12. Chang A, Zhu M, Wang D, Yu A, Zhang J, et al. (2021)
Preventing service disruptions at Google with machine
learning for predictive observability. Proceedings of the 27th
ACM SIGKDD Conference on Knowledge Discovery & Data
Mining 3466-3476.

13. Stevens R (2016) Engineering Mega-Systems. CRC Press
https://www.taylorfrancis.com/books/mono/10.1201/
EBK1420076660/engineering-mega-systems-renee-stevens.

14. Fernandez Maimé L, Huertas Celdran A, Perales Gomez A,
Garcia Clemente F, Weimer J, et al. (2019) Intelligent and
Dynamic Ransomware Spread Detection and Mitigation in
Integrated Clinical Environments. Sensors 19: 1114.

Copyright: ©2023 Ankur Mahida. This is an open-access article distributed
under the terms of the Creative Commons Attribution License, which permits
unrestricted use, distribution, and reproduction in any medium, provided the

original author and source are credited.

J Arti Inte & Cloud Comp, 2023

Volume 2(4): 3-3



