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Introduction
From state-sponsored attacks against critical infrastructures 
to malicious ransomware campaigns, ensuring the security, 
integrity, and confidentiality of an organization’s information and 
systems has never been more challenging. To combat the myriad 
attack vectors and adversaries intent on doing harm, network 
and computer security technologies must continue to evolve, 
improving our cyber defense capabilities. The Next-Generation 
Firewall (NGFW) represents one of the premier defensive systems 
that network security practitioners can utilize to ensure the 
confidentiality, integrity, and availability of the entity’s resources, 
as well as visibility and control over their apps and services, 
both on-premises and in the cloud. However, like other security 
technologies, restrictions prevent current NGFW from further 
improving threat detection and enhanced security automation.

This paper outlines how the integration of state-of-the-art 
Generative Artificial Intelligence (AI) and Machine Learning 
(ML) technologies represent the future for vastly improving 
the defensive capabilities of NGFW, significantly enhancing 
active cybersecurity threat responsiveness and cooperation. The 
integration of state-of-the-art Generative Artificial Intelligence (AI) 
and Machine Learning (ML) technologies into Next-Generation 
Firewalls (NGFW) promises to revolutionize cybersecurity 
defenses by enhancing threat detection and response capabilities. 
By leveraging AI and ML, NGFW can analyze vast amounts of 
data in real-time, identifying patterns and anomalies that traditional 
security measures might overlook. This proactive approach allows 
for the automation of threat identification and mitigation processes, 
enabling organizations to respond to emerging threats more swiftly 
and effectively. Furthermore, these advanced technologies can 
facilitate improved visibility into applications and services across 
both on-premises and cloud environments, fostering a more robust 
security posture. As adversaries become increasingly sophisticated, 
the adaptive capabilities of AI and ML will be essential in ensuring 
the confidentiality, integrity, and availability of critical systems, 
transforming NGFW from reactive tools into proactive defenders 
in the cybersecurity landscape.

ABSTRACT
Next-generation firewalls are available and use machine learning and generative modeling to enhance the detection of hard-to-detect cyber threats. These 
systems incorporate advanced security controls, policies, and protocols with Layer 7 of the OSI model. This chapter updates these steep AI-based protection 
systems and applications. We present a taxonomy of machine learning solutions for cybersecurity and outline a family of next-gen firewalls that incorporate 
intelligent AI-based technologies, including deep learning, generative adversarial networks, and convolutional neural networks. We present extensive 
experimental results that show how deep generative Gaussian models effectively identify hard-to-detect threats of particular interest. Then we conclude 
with recommendations and further R&D directions within the next-generation firewall ecosystem that benefits significantly from AI and machine learning.

Next-generation (next-gen) firewalls are already in the cybersecurity market, delivering crucial advancements previously not seen in traditional firewalls, 
in addition to incorporating the advanced security controls, policies, and protocols with Layer 7 of the OSI model. In general, next-gen firewalls leverage 
Artificial Intelligence (AI) and machine learning resources to keep up with the ongoing evolution of cyber threats as the systems develop and learn from 
accurate and incident data conditions. However, a shortcoming of some of the most expensive and advanced next-gen firewalls available is their reliance 
on supervised learning, which may require shared sensitive information from industries and extra difficulties.
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Figure 1: Next-Generation Firewall

Background and Significance
In this technology-driven information age, when cyberattacks are 
increasing in quantity and sophistication, artificial intelligence (AI) 
and machine learning are revolutionizing the field of cybersecurity. 
Experts agree that the highly sophisticated and mutating 
cyberattacks that happen in cyberspace require a proactive solution 
that effectively eliminates the seed of cyberattacks. With artificial 
intelligence and machine learning, next-generation firewalls 
(NGFW) cross the traditional physical barriers and leverage 
network traffic log data to understand and safeguard enterprise 
information assets and resources.

This chapter reveals related work from knowledge of the network 
security triangle, and upon this foundation, provides extensive 
research discussion relative to improving the security threat 
responses with data analytics and defensive learning models 
using generative AI and unsupervised classification methods. 
This research contributes to the NGFW commercialized product 
and industry knowledge.

Next-generation firewalls (NGFW) combine the capabilities of 
firewalls with intrusion detection and prevention and integrate 
security services such as those offered by antivirus, intrusion 
prevention, application identification and filtering, and advanced 
persistent threat protection. An important distinction of NGFW is 
the ability to inspect and learn the application status through the 
packaging layers, which enables detailed decisions to be made 
for protecting enterprise information assets and ensuring good 
governance about network usage.

Existing observation research has determined that NGFW can 
handle cyberattacks based on the virtual reassembly and modeling 
of application payload content. However, researchers also argue 
that, in cyberspace, the rapid and mutating cyberattacks generate 
false positives that present a significant concern to network 
security. These concerns emerge from the considerable impact 
on the performance of NGFW without involving the engagement 
of verification methods. Because of this, extensive research has 
emerged and extended prior suggestions that look to machine 
learning, optimization methods, and complex pattern recognition 
methods to resolve the false positive concern and effectively 
validate NGFW’s decision-making capability.

Research Objectives
Since both targeted attacks and cybercrime represent ever-
increasing threats that can have very serious financial and even 
human consequences, there is a growing need for improving 
intrusion detection systems. With both targeted attacks and 
cybercrime having the common property that the respective 
attackers are highly motivated, intelligent, and adaptive entities, 
creating increasingly more efficient, more accurate, more adaptable, 
and scalable systems should be an important research goal. These 

are the four main objectives of the research presented in this 
thesis paper: to investigate how to infuse features from standard 
and next-gen firewall technology to create a conceptually similar 
platform for intrusion detection, continuously improve security 
by using training and/or adapting generative AI and machine 
learning models, explore if record-level training shadows Pac-
Man-type evolutionary exploration behavior, and test if filtering 
known attacks can both promote significant energy saving and 
speed up attack detection.

Scope and Limitations
The present work focuses on the efficient implementation of 
generative AI, particularly DCGAN, as a component of next-
generation firewalls for payload visualization and analysis. We 
make use of the generated images to identify the feasibility of 
implementing conditional GANs to detect application-specific 
attacks. We present a general architecture for a next-generation 
firewall and evaluate the feasibility of integrating a generative 
AI technique to defend network systems. We also discuss the 
key techniques to couple a modified GAN with DPI engines. We 
present a hypothetical phased development process; however, 
we provide only a partial set of data with the GAN outputs and 
visualize only some of the expected virus and attack payloads 
through the generative model following the payload preprocessing 
to pixel formats.

We consider further that the training and performance data of the 
AI is not generalized and will require extensive fine-tuning to 
adapt to the dynamic real-world network data in various scenarios. 
The performance assessment of the AI-assisted next-generation 
firewall should incorporate the computational efficiency, delay, and 
false-positive/false-negative performance, and we only provide a 
few outputs of the testbed scenarios under continuous adversarial 
perturbations without fine-tuning. We outline some of the deep 
learning optimization algorithms currently available, such as actor-
critic, Few Shotguns and recent work on RLSR and Mask GAN. 
These could provide guidance on the specialized designs or should 
be considered for the future development of next-generation AI-
driven network security systems; the performance and further 
directions will depend on the implementation and fine-tuning of 
real-world network traffic data. This work explores the integration 
of generative AI, specifically DCGANs, into next-generation 
firewalls for enhanced payload visualization and analysis. By 
leveraging generated images, we investigate the potential of 
conditional GANs to detect application-specific attacks, proposing 
a general architecture for such firewalls that incorporates this 
innovative approach. Our analysis highlights key methodologies 
for coupling modified GANs with Deep Packet Inspection (DPI) 
engines, alongside a hypothetical phased development process. 
While we present preliminary data from GAN outputs that 
visualize certain virus and attack payloads post-preprocessing, 
we acknowledge that the training and performance metrics are 
not yet generalized, necessitating extensive fine-tuning to adapt to 
diverse real-world network scenarios. The assessment of our AI-
assisted firewall encompasses critical factors like computational 
efficiency, latency, and the balance of false positives and 
negatives. Furthermore, we touch on advanced deep learning 
optimization algorithms such as actor-critic, Few Shotgun, and 
recent developments like RLSR and Mask GAN, suggesting these 
could inform future enhancements of AI-driven network security 
systems, contingent upon further implementation and real-world 
data fine-tuning.
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Equation 1: Logistic Regression

Evolution of Firewalls
While UTM (Unified Threat Management) has been the traditional 
defense in place against malware and advanced threats, well 
beyond the above-mentioned NGFW features, these systems 
are becoming less and less effective. Therefore, there has been 
a renewed interest in maximizing the utilization of firewalls in 
detecting adverse traffic and raising alerts. Traffic monitoring 
alone is not effective in finding indicators of compromise; 
added intelligence enhanced with AI and generative machine 
learning provides the necessary solution capability. With AI-based 
approaches and advanced deep learning techniques, algorithms are 
being trained to ingest the content of network traffic, regardless 
of whether it is in clear or encrypted form. This content is then 
processed and analyzed to find various indicators of compromise.

Generative AI machines learn the structure of the input data traffic. 
They then generate multiple variations of such data that share the 
same underlying structure. In this process, AI analyzes and learns 
the structure to synthesize data that looks similar to the original 
input data type. Deep learning models are designed to recognize 
threat indicators in heavily encrypted traffic. In this model, the 
deep learning neural network is trained on clear traffic data. After 
exposure, the network can identify malware, command and control 
communication, and lateral movement; results are generated 
on secure or encrypted traffic. The gathered security analytics 
through this AI-enabled Deep Learning system help evolve the 
signature-based traditional methods to the next level.As traditional 
Unified Threat Management (UTM) systems increasingly fall 
short in effectively combating malware and advanced threats, 
there is a growing focus on enhancing firewalls’ capabilities to 
detect adverse traffic and trigger alerts. Relying solely on traffic 
monitoring is insufficient for identifying indicators of compromise; 
thus, integrating AI and generative machine learning provides a 
vital solution. AI-driven approaches utilize advanced deep learning 
techniques to analyze both clear and encrypted network traffic, 
enabling algorithms to detect potential threats more effectively. 
Generative AI models learn the underlying structure of input traffic 
and can produce variations that mirror this structure, enhancing the 
ability to recognize patterns associated with malicious activities. 
By training deep learning neural networks on clear traffic data, 
these models become adept at identifying malware, command-and-
control communications, and lateral movement within networks, 
even in encrypted environments. This AI-enabled analytics 
framework advances traditional signature-based methods, evolving 
them into a more proactive and adaptive security paradigm capable 
of addressing the complexities of modern network threats.

Figure 2: Evolution of Firewalls

Traditional Firewalls
The demand for Next-Generation (NG) firewalls is growing, and 
it’s significant for the cybersecurity landscape. As of 2021, we 
have learned about traditional firewalls and their capabilities. 
In this section, we start by introducing traditional firewalls and 
discussing their capabilities, including the problems they solve 
and the architecture they deploy. Next, we conclude this section 
by summarizing the shortcomings of traditional firewalls that 
need to be overcome.

Firewall technology has become one of the best tools for 
ensuring network security. When a network is operated under 
closed management, it can be used to block malicious behaviors 
effectively. As a kind of economic and efficient network security 
mechanism, the rapid growth of the Internet has brought about 
higher performance and reliability requirements for firewalls. 
A traditional firewall is a boundary defense device that inspects 
data packets passing through it and can only decide whether or 
not to pass the packet based on the network layer and so-called 
transport layer network headers, essentially monitoring application 
traffic, ports, and connected devices by ignoring the inside of the 
packet. It can use User Datagram Protocol (UDP) or Transmission 
Control Protocol (TCP) to filter packet contents, but only part of it 
can filter deeper protocol stack contents based on filtering HTTP, 
File Transfer Protocol (FTP), and Simple Mail Transfer Protocol 
(SMTP) popular applications’ string information.

Next-Generation Firewalls (NGFWs)
Following the introduction of APTs, the focus of the cyber world 
shifted from the established trend to creating the next-gen firewall. 
Security applications, such as antivirus software, have always 
relied on detection signatures for every entity that should be 
protected. Once those signatures become known to bad actors, they 
adapt new ones to penetrate security barriers without notice during 
their breaches. Moreover, the process of incorporating signatures 
is lengthy and expensive. Threats have developed rapidly in recent 
years, which has led to a modern security landscape in which AI 
and ML have made substantial inroads due to their ability to avoid 
the traditional limitations of signature and rule-based approaches.

The mantra of the next-gen firewall, which leads current defensive 
cybersecurity thinking, is namely ‘assume breach’. In standard 
practice, most cyber-attacks utilize malware in the form of APTs, 
with the attribution of events squarely aligned as targeting malicious 
activity being operated by bad actors. Complex pieces of armed 
software are designed based on a custom malign objective to avoid 
detection by security applications, modify sophisticated censorship 
filters, breach conviction standards to secure a strategic position 
with the radial firewall or raise global geopolitical stimuli intended 
by the global KPI. The rise of Advanced Persistent Threats (APTs) 
has fundamentally reshaped the cybersecurity landscape, pushing 
the focus from traditional security measures to more sophisticated 
defenses, particularly next-gen firewalls. These firewalls embody 
the ‘assume breach’ mentality, acknowledging that threats can 
bypass conventional defenses. Traditional security applications, 
reliant on detection signatures, face challenges as attackers quickly 
adapt and innovate to evade detection. The lengthy and costly 
process of signature updates further exacerbates vulnerabilities. 
In response, artificial intelligence and machine learning have 
emerged as critical tools, enabling proactive threat detection and 
response that transcends the limitations of rule-based approaches. 
As cyber-attacks increasingly leverage custom-designed malware 
aimed at evading traditional security measures and achieving 
strategic objectives, the need for adaptive, intelligent security 
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solutions has never been more pressing. This dynamic environment 
demands continuous evolution in cybersecurity strategies to 
outpace malicious actors and safeguard sensitive information.

Figure 3: Generative AI in Cyber Security

Role of Generative AI and Machine Learning in Cybersecurity
Generative AI models assist in various tasks like generating 
conversational text, creating robust Generative Adversarial 
Networks (GANs), and supporting the development of data 
anonymization tools such as Differential Privacy. In computer 
security, GANs can be used to generate adversarial examples to 
support the development and detection of evasion attacks on AI 
systems. Besides, they can also help generate robust malware 
variants to keep pace with the evolving threat landscape.

At a high level, machine learning algorithms learn to perform 
specific tasks from sample data by identifying patterns within 
the data. Machine learning has independently gained a significant 
foothold in the realm of cybersecurity. Specifically, supervised 
learning and unsupervised learning models help detect variations 
in malware and network traffic flows, identify abnormalities in 
system logs and trajectories, and classify web traffic.

Given the emerging thrust on AI and ML within cybersecurity, 
the questions are: what roles do these futuristic technologies 
play in the evolution of the next-gen firewalls and how do they 
ensure improved capabilities for business entities in safeguarding 
the multi-cloud environments? In fact, instead of being a mere 
keyword in attacks, businesses use ML to be one step ahead in threat 
identification and defense. When used correctly, ML performs 
complex pattern recognition and task assistance more effectively 
than traditional handcrafted rule-based systems. However, our 
modeling also shows that without careful implementation, devices 
and software with less complex ML models are more vulnerable 
to attacks. This implies that rather than a full stop, organizations 
should view this as a stepping stone in ML development with 
better models and sensor devices for cybersecurity.

Equation 2: Value at Risk

Overview of Generative AI
There are several approaches to generative AI. These include 
variational autoencoders, generative adversarial networks, and 
reinforcement learning. Generative AI differs from discriminative 
algorithms that are used heavily in machine learning. Generative 
models are conceptually pretty simple: they just generate new 
data instances and are fundamental for unsupervised learning 
applications. Our two real-life superheroes of deep learning 
(convolutional neural networks for images and (recurrent) neural 
networks for sequences) can also perform generative tasks. 
Variational autoencoders are a generative model that learns a 
posterior distribution over the input space. This idea is useful 
to produce new digit images never seen before. Variational 
autoencoders can be used to learn efficient representations of 
tokens from corpora of documents, where the model learns word 
statistics.

Deep generative models or generative models are poorly 
researched compared to discriminative models. This is probably 
because it is hard to generate new data instances, let alone 
interpretable multimodal models. Research in this field has been 
emerging continuously, along with new approaches to improve 
their performance in highly diverse and subjective problem 
domains. There are many possible criteria to evaluate generative 
models—accuracy, sample quality, diversity, novelty vs familiarity, 
information disentanglement, interpretable and controllable 
factors of variation, efficient optimization, and scalable inference. 
According to a recent review, generative models have come a 
long way, tackling high-dimensional unstructured distributions, 
and have become essential for many AI applications when facing 
data generation and unsupervised learning problems. In particular, 
deep learning has benefited significantly from generative models 
with methods such as neural Wavetable synthesizers for audio 
generation, style GANs for unconditioned image generation 
or face Style GANs, and UDTMs and UDTSMs for extremely 
unsupervised discrete data, just to name a few. Generative AI 
encompasses several innovative approaches, including variational 
autoencoders (VAEs), generative adversarial networks (GANs), 
and reinforcement learning, distinguishing itself from the more 
commonly utilized discriminative algorithms in machine learning. 
At its core, generative models aim to produce new data instances, 
making them essential for unsupervised learning applications. 
Notably, convolutional neural networks (CNNs) and recurrent 
neural networks (RNNs) the cornerstones of deep learning for 
images and sequences—can also engage in generative tasks. 
VAEs, for instance, effectively learn a posterior distribution over 
input data, enabling the generation of entirely new digit images 
and efficient representation of word statistics in text corpora. 
Despite their potential, deep generative models remain less 
explored than their discriminative counterparts, partly due to the 
inherent challenges of generating new, interpretable multimodal 
data. However, ongoing research is progressively enhancing their 
performance across diverse and subjective domains. Evaluating 
generative models involves various criteria such as accuracy, 
sample quality, and the balance between novelty and familiarity. 
As advancements continue, generative models have become vital 
for numerous AI applications, exemplified by techniques like 
neural Wavetable synthesizers for audio, style GANs for image 
generation, and unsupervised discrete data models, significantly 
enriching the field of deep learning.
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 Figure 4: Overview of Generative AI

Machine Learning in Cybersecurity
Machine learning is involved in cybersecurity in many aspects. One 
of the main uses of machine learning is that it can be introduced 
in intrusion detection systems to allow them to learn what kind of 
traffic is normal and what kind can be potentially harmful. This 
way, intrusion detection systems can be constantly learning and 
adapting their response to new threats that may appear. This is 
important since cybersecurity is a never-ending race: hackers are 
constantly creating new threats, and cybersecurity systems need 
to constantly adapt themselves to keep up with the latest dangers.
Another application of machine learning is in malware detection. 
Random forests (a type of ensemble machine learning method) can 
be used to detect new computer viruses, even when they have not 
been included in the databases of traditional antivirus software. 
Furthermore, as cloud computing continues to become more 
popular and we deal with large databases of information every 
day, machine learning can be used to assess and control who has 
access to the databases. This is important to avoid any possible data 
breaches that might occur. One way in which machine learning 
can be used for access control is to create intelligent systems that 
can learn from the behavior patterns of your users.

Integration of Generative AI and Machine Learning in Next-
Gen Firewalls
With the increasing rate of sophisticated attacks such as advanced 
persistent threats (APTs), the existing state-of-the-art next-
generation firewalls (Next-Gen FWs) are insufficient as they offer 
signature-based attack detection only. To enhance cybersecurity, 
standard Next-Gen FWs should be complemented with generative 
AI, especially the VAE which can generate features for better attack 
detection. This work proposes REMGEN as a proof of concept. 
The complementary generative adversarial networks (GANs) for 
better attack generation to fool the VALUE of REMGEN will be 
future work.

To enhance cybersecurity, enabling Next-Gen FWs for attack 
detection with generative AI can significantly close the auto-
generated traffic data in our use case. A standard Next-Gen FW 
is limited to the use of classic machine learning such as support 
vector machines (SVMs) on variance features to detect APTs. The 
main limitation of this method is that the attack traffic can easily 
be modified to bypass the detection system. Meanwhile, generative 
machine learning, like VAE, holds promise by training a model 
to learn the distribution of the entire feature set mapping to its 
original traffic. Thus, the ones mapped distant from the modeled 
distribution are the ones with the tasting feature that can fool the 
VAE for better attack detection.

Benefits and Challenges
So, what benefits do decision evaluators bring to automated 
decision-making? They bring the ability to be context-sensitive, 
to an abductive reasoning system that does not make sub-goal-
contribution or intended contributions. It is not that the decision 
evaluator promised so much and delivered so little. On the 
contrary, the Decisions Evaluator sits astride the discussion of 
the other insights and limitations as an Archon. It decides on the 
importance of the insights at different levels of the world model. 
If a query is put to the classifier, these must be swept up and the 
answers synthesized to provide an unambiguous response.

The Decisions Evaluator’s multiple flavors of knowledge 
representation supersede the logical and symbolic representation 
method and the VPN of Chapter 3. Those tools pertain to the 
earlier, logical, operations of finding, framing, formalizing, and 
supporting questions in the classifier. The Decisions Evaluator’s 
abductive reasoning system also uses arithmetic, numerical, 
uncertainty, inexpert, or fuzzy representations. It can apply 
knowledge to trace and coordinate information whatever is needed 
to carry out the full evaluation in the decision loop.Decision 
evaluators play a crucial role in automated decision-making by 
providing context-sensitive analysis within an abductive reasoning 
framework, distinguishing themselves from systems that merely 
focus on sub-goal contributions. Rather than underperforming 
against expectations, decision evaluators act as an Archon, guiding 
the synthesis of insights and limitations across various levels of 
a world model. When a query is directed to the classifier, these 
evaluators effectively aggregate relevant information to generate 
clear, unambiguous responses. This versatility enables decision 
evaluators to comprehensively trace and coordinate information, 
ensuring that all necessary evaluations are integrated into the 
decision loop, thereby enhancing the overall effectiveness and 
reliability of automated decision-making processes.

Figure 5: Challenges of Generative AI

Use Cases
There are a wide range of use cases for AI in next-gen firewalls. 
All involve making the firewall smarter and more capable of 
performing a more contextual inspection of traffic and content 
to improve security detection and increase the identification, 
containment, and neutralization of malware; reduce false positives; 
and respond to security events in real-time.

Given the ongoing escalation of attacks and data breaches, there 
can never be too much focus on security. Indeed, the number 
one-use case for AI-driven next-gen firewalls is enhancing 
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overall enterprise cybersecurity. With real-time traffic and content 
scanning at enforced speeds, these firewalls can enhance security 
risk aversion by identifying, containing, and neutralizing potential 
information security threats.

Many organizations conduct threat detection in an offline, incubated 
environment, and then often need to conduct remediation through 
systems separate from the firewall. The use of AI techniques in 
the firewall to detect then appropriately respond to or remediate 
security events, when used in conjunction with other AI use 
cases in security, can lead to real-time, single-pass detection and 
response.AI applications in next-gen firewalls offer a multitude 
of use cases, primarily aimed at enhancing the firewall’s ability to 
perform contextual inspection of traffic and content. This capability 
significantly improves security detection, enabling more effective 
identification, containment, and neutralization of malware while 
also minimizing false positives and facilitating real-time responses 
to security events. In light of the rising frequency of attacks and 
data breaches, prioritizing security has never been more critical; 
indeed, the foremost objective of AI-driven next-gen firewalls is 
to bolster overall enterprise cybersecurity. By leveraging real-time 
traffic and content scanning at high speeds, these firewalls enhance 
security risk aversion, swiftly identifying and mitigating potential 
threats. Many organizations currently conduct threat detection in 
isolated environments and address remediation through separate 
systems, which can introduce delays and inefficiencies. Integrating 
AI techniques within firewalls allows for immediate detection and 
response to security incidents, promoting a streamlined, real-time 
approach to cybersecurity that significantly improves the efficacy 
of threat management.

Case Studies and Practical Applications
In this section, we describe Deep Instinct’s Asymmetric Risk Score 
(ARS), which was designed to classify an incoming unknown 
executable file, and how the ARS reduces false positives and 
minimizes the risks associated with good files set to quarantine. 
We describe our overall design process and Walk the Tree (WTT), 
a new model we developed to analyze model outputs. And, we 
present a series of tests and case studies to illustrate key elements 
of ARS and how it can help a business reduce the number of 
false positives and assess the risks associated with quarantining 
some files.

AI offers major gains for next-gen firewalls by enabling better 
risk mitigation and categorization of threats. In the past, next-gen 
firewalls (NGFW) merely blocked network traffic they marked 
as malicious. However, identifying unknown executables has 
helped with the creation of the asymmetric risk and Track Guard, 
a major part of how we communicate the potential risk of a file to 
help reduce the number of false positives and the risks associated 
with quarantining good files. As we developed our platform, we 
recognized the benefits that AI — specifically deep learning — 
could bring to the table to identify unknown executables in more 
ways than static analysis did. The advantages that deep learning 
could bring to the development of a neural network were the 
primary reasons why NGFW embraced AI.

Industry Examples
One of the most notable uses of generative AI in the field of 
cybersecurity is in the development of next-gen firewalls. For 
example, in 2019, Sophos moved on from using supervised 
machine learning and embraced generative technology as the key 
mechanism in their software, which identifies previously unseen 
viruses. The company describes the implementation of deep neural 
networks which use untampered files to create new examples that 

the network is not yet capable of generating. These examples are 
then put through the company’s existing supervised machine-
learning systems to identify new viruses. The company has gone 
further by hiring what it calls “neural network zookeepers”, who 
act as specialized ML researchers.

Deep Instinct uses a deep learning approach that leverages a 
proprietary GPU-based algorithm for their next-gen endpoint 
protection. The company’s sophisticated deep learning models 
and classification algorithms evaluate the whitelist while 
simultaneously reducing false positives and negatives, resulting 
in accuracy during the detection phase. Their training architecture 
is based on an ensemble of various deep neural network models, 
such as feedforward DNN, Convolutional Neural Network (CNN), 
and Recurrent Neural Network (RNN) layers that leverage a 
diversity of neurons. The trained architecture is then used in the 
online testing phase during inference.

Byte Defender’s approach to next-gen endpoint protection is based 
on an artificial intelligence optimizer. They use an Artificial Gene 
Regulator (AGR) algorithm as the basis of their AI approach.

Equation 3: Anomaly Detection

Academic Research
The area of AI-based security research is vast, and this paper aims 
to provide a snapshot of the current weaknesses in AI models 
that affect the selection and performance of AI-based Next-Gen 
firewalls, which guard today’s IT environments. These general 
weaknesses lie in supporting sufficiently diverse low-level data 
for AI model training and validation. All relevant cybersecurity 
data comes from the fields of security and network professionals, 
national security and intelligence, and the recent operational use of 
security software and hardware. These areas already have existing 
data collection processes that can be practically automated at 
multidisciplinary academic research centers.

Cybersecurity requires experts with multidisciplinary education 
to design, select, configure, troubleshoot, and adapt AI model 
reverse-engineered features to IT systems. Once these findings are 
in place, we need even greater use of multidisciplinary research to 
understand and model the interaction of these AI system features 
on AI model performance. Potential topic areas include the number 
of required training data, the use of additional symptom and 
root cause data to meet pre-established implementation goals, 
the transfer into new environments, the population of features 
with adversary data, business strategy, and system security 
investment, defensive strategy and adversary intelligence source 
reputability, adversarial attack identification, and adversarial 
attack effectiveness. If performance could be improved by using 
adversarial contamination to address common vulnerabilities in 
10 years, then let us start sharing, exploring, and systematically 
answering these and other AI Next-Gen firewall high-performance 
AI model questions today.
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Future Trends and Directions
This chapter discusses ongoing developments and future research 
on AI-ML-based next-generation firewalls (AI-NGFWs). The 
dream of the AI-NGFW is an intelligent, self-righting system 
capable of real-time adaptation to a rapidly changing adversary. 
AI-ML tools hold the promise of pioneering firewalls at the 
dawn of the AI era. ML models can be trained to detect novel 
cybersecurity threats. Our survey suggests that feature learning 
architectures, such as deep learning models for C2 detection, 
performed well in practice. We also pointed out a few emergent 
trends: the rise of GANs, LSTMs, and autoencoders in the next-
gen cybersecurity domain.

However, the AI breakthroughs in the NGFW space also incite 
fresh thinking in cybersecurity practices using the very power of 
generative AI models. Imagine malware-fighting malware. Where 
do we draw the line? While the arms race continues, the benefits of 
using AI-NGFW models to better understand, learn from, and deal 
with adversaries are truly transforming. These AI techniques also 
come at a high price of performance and energy consumption and 
make AI-NGFWs very susceptible to adversarial attacks. These 
AI models are also just as susceptible to adversarial examples. 
That is why, in anticipation of adware exploiting adware, we 
proposed 10 well-posed research problems. Furthermore, we also 
propose the implementation of an AI-NGFW research framework 
using a combination of data storage and ML training models. To 
compensate for the limitations, we discuss the use of multimodal 
learning architectures, such as CLIP, to circumvent Rule A.

Figure 6: Machine Learning and Cybersecurity

Ethical Considerations
In terms of ethical considerations, this work is generally aligned 
with a vast amount of research literature focused on enhancing 
cybersecurity through the application of AI and ML technologies. 
However, a detailed exploration of ethical considerations is not 
directly addressed in the paper, as the emphasis has mainly been on 
our technical model advancements. While some of the other work 
more directly describes discussion on their ethical understanding 
or outlines some concern (e.g., questionable labeling patterns in 
training data), this particular Another Look effort can directly 
help protect existing and future research in this sector. It provides 
an approach that aligns with several recommendations of ethical 
guidelines for AI development and application.

For example, as outlined at the start of the Introduction, Next-
Gen Firewall solutions are a fundamental technology that helps to 
protect against a vast array of types of threats to networks. Such 
technology is already employed by many large companies and 
institutions and is an area of significant AI/ML research interest. 
However, if Next-Gen Firewalls can be rendered less effective, 
this could directly result in a substantial range of negative 
consequences. Such potential negative consequences directly 
work against the “do no harm” (Principle I) and “promote the 
betterment of humanity” (Requirement 1.4) suggestions given in 

the Organization for Economic Co-operation and Development 
(OECD) AI Principles policy report.

Emerging Technologies
Emerging technologies. Next-gen firewalls are also being 
infused with a variety of emerging technologies and techniques 
to enhance their ability to find and respond to advanced cyber 
espionage tactics more effectively. SOC experts can also now 
directly deploy network detection and response and other network 
security monitoring solutions on their next-gen firewalls for further 
protection. These enhanced firewalls should be key components of 
a zero-trust architecture that focuses on thwarting and responding 
to breach attempts in real time.

Generative AI and machine learning. Next-gen firewalls are 
undergoing upgrades today to combine advanced research with AI 
and machine learning algorithms. These newer technologies enable 
expertly designed AI agents to generate humanly understandable 
good and bad example data for teaching the next-gen firewalls. 
When trained by security and privacy experts to recognize risk 
signs, the firewalls can more quickly and reliably verify whether 
a real or suspected incident with advanced cyber-espionage 
associates or uses any ideal form of data. Firewalls armed with 
this targeted type of generative AI and machine learning will 
improve the security posture of the organization.

Conclusion and Recommendations
Conclusion
This article has introduced the ongoing Fourth Industrial Revolution 
that will bring unparalleled levels of change to the traditional 
business landscape of many organizational functions, not the least 
of which is that of private sector and public sector information 
security professionals. Progressive cybersecurity organizations 
are currently exploring the potential of next-generation firewalls 
to enhance the traditional, and yet still poorly defended, boundary 
protection mechanism.
There are currently more ‘good guys’ who are looking to protect 
their sensitive data than there are the ‘bad guys’ whose aim is 
to exploit those defenses for financial gain or malfeasance. As 
a generalization, those who currently defend in both private and 
public sectors deploy many who work long hours using yesterday’s 
technology to ensure who and what is behind the logical and 
physical boundaries are not the wrong people with nefarious 
intent. Deploying intelligent perimeter defense – in terms of the 
next-generation firewall – is making considerable inroads into 
making those dedicated individuals whose task is to defend a 
business or regulatory infrastructure more effective, efficient, 
and timely [1-33].

Recommendations
This article outlines the reasons why the traditional boundary 
protection, enterprise defense method was no longer regarded as 
being as effective when next-generation firewall technology was 
compared. With all of the multiple security features that many of 
these hardware and software packages are currently being adopted, 
the need for careful policy creation and control management of 
what and how the NGFW function is implemented is a critical 
issue. When senior managers are assessing the resilience of an 
organization to both technical and non-technical attacks, the 
latest innovations in both software and artificial intelligence, 
and machine learning capabilities that can be programmed into 
the next-gen firewall need to be assessed and – where possible - 
integrated into the existing IT protection strategy.
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Key Findings
The practice of using high-speed deterministic AI and machine 
learning algorithms, collectively known as generative AI, to 
complement the fundamental objective of a next-gen firewall, 
has created an apparatus that can be described as a “smart,” 
“sophisticated,” and “fast-learning” next-gen firewall.

Chapter 5 briefly describes new interpretations and understandings 
of the traditional roles and functions of a next-gen firewall. 
Through the practice of high-speed generative AI, the virtual 
embodiment of these new understandings has now become real and 
available to better serve its operational role as the defensive central 
management and processing point for future “defense-in-depth” 
cybersecurity architectures. A desirable characteristic of deploying 
a next-gen firewall is its multiplicative effect. The deployment of 
a multi-layer next-gen firewall addresses deficiencies, redundancy, 
and inefficiencies that are known to be present in the existing 
cybersecurity technologies and applications that it replaces.

Implications for Cybersecurity Practices
Drawing upon this analysis, the lessons for cybersecurity practices 
are the following. We have found that generative AI and machine 
learning make potential contributions to the cyber defense 
functions of situational awareness (systematically collecting valid 
data to detect and assess security breaches, identify the breach 
characteristics, and prioritize the response) and hostile action 
resistance (combining intrusion, IM, and resilience functions to 
address security breaches). While we are focused on generative AI 
and machine learning in next-generation firewalls used for network 
security, we suspect that IT operations teams may find them useful 
for broader network and system management purposes. We suggest 
managers plan for and monitor the increasing use of machine 
learning in the existing ANNs and the emerging use of generative 
AI to stimulate stronger specifications and metrics and deployment 
permutations based on expected probabilities.

We suggest that analysts monitor progress in applying AI for 
functions in all CND categories to define whether or not the 
unknowns, difficulties, and lagging implications of cybersecurity 
for AI will generally be resolved in any reasonable amount of time. 
Managers, reviewers, and audit teams might question the attack 
defense designers to determine whether this capability brings 
more robustness along with the promise of fewer false positives 
on the important issue of evidence for security incident reports. We 
support consideration of legal, ethical, and information disclosure 
impact factors, even as we notice the current range of generative AI 
and machine learning research in the tangent of being entertaining, 
producing novel content, or augmenting human creativity in 
disciplines like visual arts, graphics, semantic analysis, natural 
language processing, speech synthesis and recognition, cancer 
clinic transcription, and biotechnology.
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