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ABSTRACT

channels between employees, HR, and executive management.

The operational efficacy of contemporary organizations is increasingly predicated on the sophistication and adaptability of their Human Capital
Management (HCM) systems. Within these systems, the strategic handling of information and data is paramount, particularly in the context of generating
and disseminating alerts and notifications to relevant stakeholders without violating stringent data security protocols. Although current SaaS (Software
as a Service) solutions for HCM offer advanced capabilities for configuring alerts and notifications in alignment with security mandates, a significant
gap remains in their ability to dispatch email alerts containing sensitive data to recipients who lack the requisite security permissions within the system.
This paper presents a comprehensive examination of the underlying architecture, encompassing the intricacies of security groups, service accounts, and
the nuanced configuration of alerts necessary to forge a robust and secure notification framework. Furthermore, it delves into the specific tools and
functionalities provided by Workday, assessing their potential to reinforce this framework and thereby augment the overall efficiency of communication
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Introduction

In the pursuit of optimizing human capital management and
enhancing operational efficiency, organizations are increasingly
adopting advanced technologies within modern work environments
[1,2]. Among these technologies, the integration of alerts and
notifications within Human Capital Management (HCM)
systems, particularly as a feature embedded in SaaS (Software
as a Service) platforms, stands out as a critical component [1-4].
This functionality is designed to facilitate effective information
exchange and instantaneous communication between employees
and management, thereby contributing to improved organizational
workflows, heightened productivity, and enhanced overall
efficiency [1,2,4]. Alerts and notifications represent essential
mechanisms within contemporary HCM systems, aimed at
enriching user experience, streamlining communication, and
fostering workplace organization [2-4]. These mechanisms enable
the prompt dissemination of critical messages or notifications
to employees and management regarding significant events or
vital information within the organization [2,4,5]. The scope of
these alerts and notifications encompasses a wide array of topics
and activities, including but not limited to critical tasks, leave
requests, schedule changes, contract expirations for contingent
workers, and other work-related events or modifications [1,4].
By ensuring that employees and managers are promptly informed
about pertinent developments, alerts and notifications play a
pivotal role in enhancing work efficiency and organizational
cohesion [3,4,6]. Moreover, these tools can substantially mitigate

compliance risks and reduce administrative burdens by leveraging
system-configured rules that trigger real-time alerts [2,3,6].

The system of alerts and notifications is an indispensable element
of the HCM infrastructure, serving as a conduit for effective
communication among all relevant stakeholders, including
employees, managers, and HR personnel [1,4]. This system
facilitates the seamless transfer of crucial information, promotes
timely interaction, and strengthens transparent communication
across the organization [1,2]. Typically, alerts can be configured
within HCM systems to dispatch email notifications to individual
users, groups of users (such as payroll or compensation partners),
specific email addresses, or distribution lists, provided that
these notifications do not include data secured by domain
security protocols [2,7,8]. However, there are scenarios within
organizations where the HR team may need to send notifications
to a group of users (via an email distribution list) containing
data secured within the HCM system, without extending broader
access to the entire dataset [9]. Current HCM systems lack out-
of-the-box functionality to accommodate such use cases [2,7-
9]. Given that HCM systems store sensitive and confidential
employee data, granting extensive access to a group of users
solely to facilitate email notifications containing a small subset
of'this data is impractical and poses significant security concerns.

The development of a custom solution to generate and send
alerts from the HCM system that addresses the aforementioned
challenges would markedly enhance internal communication
across all departments of the organization, fostering interaction and
collaboration between employees and management. Implementing
such a solution within HCM systems like Workday would enable
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diverse organizational groups to receive pertinent information
that better equips them for upcoming events. Additionally, this
approach would promote transparency, build trust between
employees and management, and ultimately contribute to increased
morale, productivity, and satisfaction within the workplace.

Problem Statement

Effective communication is essential not only during times of crisis
but across all aspects of business operations. Whether it involves
alerting employees about incidents for response and escalation or
merely conveying general information about outages, strong and
efficient communication is crucial for maintaining smooth business
continuity. In organizations of any size, the HR department plays
a vital role, tasked with enhancing employee productivity and
safeguarding the business from potential issues among employees.
To support this role, a robust Human Capital Management
(HCM) system is indispensable, along with an effective alert
and notification functionality. These alerts and notifications
are critical for promptly disseminating important messages or
updates to employees or management about significant events
within the company [5]. For example, sending an alert about the
upcoming contract end date for contingent workers to the relevant
manager and infrastructure team enables timely action for contract
extensions or access management for departing employees.

While most SaaS HCM products provide features for sending
email alerts to users, email addresses, or distribution lists based on
predefined conditions, there is a significant limitation within these
systems, particularly concerning security-sensitive data [2,7-9].
HCM systems like Workday HCM allow for easy configuration
of email alerts, enabling organizations to send reminders for
upcoming critical events or required actions based on the content
of the email alerts [5]. These alerts can benefit organizations by
promoting internal communication, facilitating guidance and
supervision processes, and enhancing communication between
employees and management. However, a key drawback in the
alert functionality of HCM systems is the inability to include
data protected by security policies in these email alerts [3,7,8].

Organizations often face scenarios where it is necessary to
send email alerts containing specific information to a group of
individuals to enable them to make informed decisions. Given
that HCM systems host sensitive employee data, it is crucial for
HR teams to safeguard this data and avoid granting unnecessary
access to users who do not require it regularly. In situations
where information needs to be included in an email alert but
without granting excessive access to the HCM system, the current
limitations of HCM systems like Workday pose a challenge.

A potential solution involves leveraging a combination of
Workday's service accounts, security groups, alert configurations,
and reports to enable organizations to send email alerts with
the necessary information to the relevant groups or individuals
without compromising data security. This custom approach would
allow organizations to maintain stringent data security within the
HCM system while providing HR teams with a tool to send alerts
to various departments, such as Technical Support or Identity
Access Management, ensuring timely and appropriate actions in
compliance with organizational policies.

Solution

Service Center, Representative, and Security Groups in Workday
Workday's "Service Centers" feature offers a sophisticated
mechanism for granting external third-party service providers a

controlled access to an organization’s Workday environment, all
while ensuring that sensitive internal data remains protected [10].
The Service Center model is distinct in that it allows these external
representatives to operate within the organization's Workday tenant
without being counted as part of the company's official workforce
[10]. This ensures that these representatives are isolated from the
general employee base, allowing organizations to precisely define
and limit the scope of data they can access [10]. By assigning
these representatives to constrained security groups, organizations
can grant them access only to specific subsets of data relevant
to their role, reducing the risk of unauthorized data exposure
[10]. Each representative is provided with a Workday account,
facilitating secure login and compliance with the organization's
security protocols [11].

In addition to service centers, Workday employs service center
security groups to manage and regulate the access granted to
these third-party users [12]. These security groups are carefully
configured to allow access only to necessary data domains within
the Workday HCM system, ensuring that external representatives
interact only with the data they require for their tasks [12]. This
granular control is crucial for maintaining data security and
confidentiality within the organization [12]. The ability to finely
tune access permissions not only protects sensitive information
but also allows organizations to meet specific operational needs
without compromising security [12].

Leveraging these foundational features, organizations can develop
a custom solution that enhances internal communication and alert
systems. By creating a specialized service center account with
the necessary security permissions, organizations can configure
this account to interact with an email distribution list, enabling
the transmission of critical alerts from the Workday HCM system
to specific groups of users. This account is securely managed
by system administrators, ensuring that sensitive information
is disseminated efficiently and securely. This approach allows
organizations to maintain strict data security while providing the
HR team with a powerful tool to communicate important alerts
to various departments. The result is a solution that enhances
operational efficiency, ensures timely decision-making, and
reinforces compliance with organizational policies.

The figures below illustrate the configuration of the service center,
service center representative, and service center security groups.

View Service Center Internal Notifications Service Center

Name

Il internal Notifications Service Center

Description

Contact Information Members Roles
Email 1item
Email Address
_Notiflcations@P-com

Figure 1: Configuration of Service Center with Email Distribution
List as Contact Information
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View Service Center

Intemal Notifications Service Center &8 14

Figure 2: Configuration of Service Center with Members and
Email Setup

View Security Groups for User Internal Notifications Service Center €@

Security Groups I

Security Group Type

[l ntemal Notifications SCSG

Service Center Security Group (Unconstrained)

Figure 3: Service Center Security Group Assigned to The Service
Center Representative

View Service Center Security Group (Unconstrained) Internal Notifications SCSG @@

Name I nternal Notifications SCSG

o _

Context Type  Unconstrained

Group Criteria

[service center [l intermal Notifications Service Center |

Domain Security Policy Permissions 4 items

View Only

Domain Security Policy

Worker Data: Current Staffing Information
View Only Worker Data: [ Worker Assignment Details

View Only

Reports: I

Figure 4: Configuration of Service Center Security Group which
is Linked with Service Center

Workday Alerts and Reports

Workday provides a robust alert configuration functionality,
enabling organizations to transmit pertinent data from the Human
Capital Management (HCM) system to individual users or groups
based on predefined conditions validated through custom reports
[13]. These alerts, triggered by filter criteria in reports, are valuable
for notifying stakeholders about key metrics, milestones, overdue
tasks, exceptions, and reminders such as employment anniversaries
or time-off approvals [ 13]. However, a notable limitation exists in
Workday's alert system: it does not support filter criteria based on
aggregations or sub-filters [13]. This restriction can be challenging
when organizations require nuanced alert conditions that involve
complex data queries [13].

Workday equips technical teams with specific reports to facilitate
the creation and management of configurable alerts, such as the
"View Alerts" report, which displays details associated with
scheduled or ad-hoc alerts, and the "Translate Alert Notifications"
report, which aids in adding translations to alerts for global
organizations [14]. Developers can tailor alerts to run at various

frequencies, including immediate execution, scheduled intervals,
or customized recurring schedules, with options for daily, weekly,
monthly, or dependency-based triggers [14]. The recipients of
these alerts can be either Workday security groups or specific email
addresses, where alerts directed to security groups are sent to the
email addresses linked with the associated Workday accounts [14].

To address the limitation of sending email alerts containing secured
data to a group of users via an email distribution list, organizations
can leverage a combination of Workday's reports, alerts, and service
accounts. By creating a custom report that includes the required
data and configuring the alert to use a "service center security
group" as the recipient, organizations can effectively disseminate
alerts with secured information without granting unnecessary
access within the HCM system. This approach not only enhances
the flexibility of Workday's alert system but also upholds strict
data security and compliance standards by ensuring that sensitive
employee information is only accessible to authorized personnel.
The integration of service centers, representatives, security groups,
and configurable alerts thus offers a comprehensive solution for
secure and efficient communication within the Workday HCM
environment.

View Custom Report Contingent worker end date [}

Report Name

Contingent worker end date [N
Report Type Advanced
Data Source @ All Contingent Workers
Data Source Type Standard

Primary Business Object  Contingent Worker

> Additional Info

Columns sort Filter Prompts output Share Advanced

Filter on Instances
Filter conditions for filtering on instances 1 iterr
And/Or ( Fleld

Operator

And 1@ contract End Date equal to

Figure 5: Custom Report Filter Configuration Used as a Condition
for Setting up the Alert

View Scheduled Future Process URGENT ACTION REQUIRED:

Process  Alert Job

Request Info

Request Name

urceNT Acion requieeo: I

Run Frequency Daily Recurrence

Status Active

Restricted to Environment  PROD

Alert Configuration Schedule Additional Info

Alert Report

Report Name

Contingent worker end date | N EEEIEN

Included Task

The Related Task is the task you expect the recipient of the Alert to do in response 1o the Alert.

Task (empty)

Recipients

Groups [EMInternal Notifications SCSG

Figure 6: Alert Configuration Linked with Custom Report and
Service Center Security Group as the Recipient
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Impact

The custom solution presented in this article significantly
advances the alert functionality within the Workday HCM
system, empowering HR and support teams with greater control
in configuring alerts that provide essential data to relevant teams
for informed decision-making. Data security is a cornerstone of
HR operations, critical for maintaining employee trust, ensuring
compliance with legal and regulatory mandates, safeguarding
sensitive information, and facilitating the smooth functioning of
HR processes. However, organizational scenarios often arise where
it becomes necessary to share specific subsets of secured data,
governed by HCM system security policies, with various teams
through email alerts based on predefined conditions. Granting
excessive security access merely to facilitate such alerts poses a
risk, making it imperative to find a solution that balances access
with security.

The custom solution, meticulously designed and implemented
using the tools and features of the cloud-based Workday HCM
system, harnesses the capabilities of service center security groups,
thereby enhancing the robustness and flexibility of data sharing
through email alerts. This approach ensures that data shared via
alerts remains secured and tightly controlled through Workday's
security group configurations. For example, email alerts can be
precisely configured to exclude certain sensitive information,
such as supplier details of contingent workers, if the relevant
service center security group is restricted to viewing only specific
data, such as contingent worker end dates. This level of control
preserves data integrity while allowing necessary information to
be communicated effectively.

The primary advantage of this solution lies in its ability to extend
the functionality of the cloud-based HCM alert system, such as
that in Workday, without compromising the security of sensitive
and confidential data housed within the system. Traditionally,
HR teams face challenges in sharing critical data with various
organizational groups—such as IT support, infrastructure, or
IAM teams—based on events like job staffing changes, which
require prompt actions to maintain compliance. By extending the
alert system in this manner, the solution positively impacts HR
operations, enabling seamless interaction with other departments
while maintaining stringent data security standards, which are
paramount to the organization's overall integrity and success.

Conclusion

The custom alert solution integrated into the Workday HCM system
represents a sophisticated enhancement of existing functionalities,
effectively addressing the multifaceted challenge of securely
disseminating sensitive data across organizational departments.
The solution, as delineated in this paper, is notable for its strategic
utilization of Workday's service center security groups, service
accounts, and configurable alerts, collectively forming a robust
notification framework that simultaneously augments operational
efficiency and upholds stringent data security protocols. The
implications of this development are profound, and can be outlined
as follows:

Enhanced Security and Data Integrity: The solution introduces
an advanced mechanism for controlling data dissemination,
ensuring that alerts containing sensitive information are only
sent to recipients with the appropriate security clearance. This
is achieved through the precise configuration of service center
security groups, which restricts data access based on predefined
parameters, thereby minimizing the risk of unauthorized data
exposure.

By leveraging the inherent security features of Workday, the
solution preserves the integrity of sensitive employee data, aligning
with stringent organizational policies and regulatory requirements.
This ensures that data security remains uncompromised, even as
the alert system's functionality is expanded to meet the needs of
various organizational units.

Operational Efficiency and Organizational Synergy: The custom
alert framework enhances the agility of internal communications
by enabling HR teams to transmit critical information swiftly and
securely across the organization. This is particularly valuable in
scenarios requiring prompt action, such as job staffing events
or compliance-related updates, where timely communication
is crucial for maintaining business continuity and operational
efficiency.

The ability to configure alerts with such granularity fosters greater
synergy between departments, allowing for more coordinated
responses to organizational events. This interdepartmental
collaboration, facilitated by secure and targeted alerts, contributes
to a more cohesive and responsive organizational structure.

Scalability and Flexibility of the HCM System: The solution
exemplifies the potential for extending the functionalities of
cloud-based HCM systems like Workday, offering a template for
scalable and adaptable enhancements that can evolve in response
to the changing needs of the organization. By integrating custom
solutions that align with the core capabilities of the HCM system,
organizations can continue to refine and optimize their human
capital management strategies without compromising on security
or compliance.

This adaptability ensures that as organizations grow and their
operational demands become more complex, the HCM system
can be tailored to meet these evolving challenges, maintaining its
relevance and effectiveness in a dynamic business environment.

In summary, the custom alert solution not only addresses a critical
gap in Workday's standard functionality but also sets a precedent
for how modern HCM systems can be leveraged to achieve a
delicate balance between operational agility and data security.
This solution not only reinforces the organization's commitment
to safeguarding sensitive information but also enhances the
overall efficiency and effectiveness of internal communications,
contributing to the broader goals of trust, transparency, and
organizational success.
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